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Light on Automotive WG

Automotive is currently operated as part of
Systems WG (due to capacity reasons)

Automotive topics within Systems WG: Automotlve is ceter of

e HPC, ECU centralization & mixed-criticality . “/
e Regular participation from AGL ,._fmany dlscussmns “NEL} A,
e Exchange with Eclipse SDV towards but misses;a'c-lear use casg

collaboration ' » y

| by
i
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https://unsplash.com/de/@gudguyben?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/gelber-volkswagen-kafer-nachts-auf-gehweg-geparkt-BHLrEodJQVQ?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

Light on Automotive WG

i i TO COMPLETE. YOUR REGISTRATION, PLEASE. TELL US
ConS|der.ed top|c§ fora standa!qne | sl idslaplon b S allin el
Automotive WG (in case of additional capacity) :

e Update meta-elisa to latest AGL release
and migrate from QT to Flutter

e New use case fitting demands of SDV

e Add new reference hardware
. _ ANSWER QUICKLY—OUR SELF-DRIVING
e System analysis and workload tracing CAR IS ALMOST AT THE INTERSECTION.

e Closer collaboration with AGL 50 MUCH OF “Al" 15 JUST FIGURING OUT WAYS
TO OFFLOAD WJORK ONTO RANDOM STRANGERS.

https://xkcd.com/1897/
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https://unsplash.com/de/@sajadnori?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/ein-tisch-der-mit-vielen-verschiedenen-metallgegenstanden-belegt-ist-JGxFFCKu5wQ?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

Systems WG Definition

The Systems WG aims to enable other working groups within ELISA

Put the other WGs safety claims towards Linux in a wider system context.
Build a reproducible example system based on real-world architectures,
Implemented fully based on open source technologies.

The Systems WG encourages interactions with other projects,
which either also help enable safety use cases with 0SS
or plan to make use of mixed-criticality system elements

as a base for their product lines.
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Linux in Safety Critical Systems

“Assessing whether a system is safe,
requires understanding the system sufficiently.”

e Understand Linux within that system context and
how Linux is used in that system.

e Select Linux components and features that can be evaluated for safety.
e I|dentify gaps that exist where more work is needed

to evaluate safety sufficiently.
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https://unsplash.com/de/@mjskok?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/aussenspiegel-reflektierende-strasse-in-der-wuste-1tTLrL50bpA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

¢+ touched today

2024 In a Nutshell

Major work items:

e Qemu enhancements Ongoing activities:

e Embedded World showcase 1.

. e Started OSS good practices 1
e HBOM discussions

e Initiated tiny config discussion (LFSCS)
e GitHub CI & SBOM for cont. Compliance

e Presented example system at ZAL.aero
e Provided OSS records on similar system

' , e Eclipse Automotive Process SIG exchange
architectures 1.

Photo by Dave Avram on Unsplash
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https://unsplash.com/de/@david_avramm?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/eine-ansicht-von-oben-auf-walnusse-in-einer-holzschussel-6AoSHiByprg?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

COLLABORA
&0

Runs Xen, Zepyhr, Linux
Runs on Xilinx ZCU102

Detailed documentation available
Software built in ELISA ClI

Focus on reproducibility

Examples provided as base for extension

Qemu version also exists

Look for new hardware in 2025 with
candidates: ARM-gemu, Xilinx Kria,
Raspberry Pi5, ... (open for suggestions)

https://elisa.tech/blog/2024/04/09/elisa-project-at-embedded-world/
ELISA
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https://elisa.tech/blog/2024/04/09/elisa-project-at-embedded-world/

Example System - Used hardware

e Board ZCU102 (link to description)
+ Reference manual (link)
» SD card 16GB for boot loader
« USB Stick 16GB for demonstrator setup
« USB-Ethernet-Adapter (DLINK)

e Environment for setup
» Local DHCP server (VM with system networkd)
» Putty for serial console
« USB Keyboard (for TTY console)
* HDMI screen
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https://www.xilinx.com/products/boards-and-kits/ek-u1-zcu102-g.html
https://www.xilinx.com/support/documents/boards_and_kits/zcu102/ug1182-zcu102-eval-bd.pdf

Example System - Composition

Build sources

———

Local tools
| —
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SW parts

|
)

Hardware
—
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https://www.xilinx.com/products/boards-and-kits/ek-u1-zcu102-g.html
https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/1696137838/Building+Xen+Hypervisor+through+Yocto+Flow
https://www.xilinx.com/member/forms/download/xef.html?filename=xilinx-zcu102-v2023.1-05080224.bsp
https://github.com/xen-troops/meta-xt-prod-devel-rcar
https://www.apertis.org/guides/image_building/
https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/2552201222/Building+Xen+Hypervisor+with+PetaLinux+2022.2

Example System - Reproducability & Documentation

wg-systems / Documentation / xen-demo-zcu102 / Readme.md [l

kel mtt2hi contentsmd changed to Readmemd @@

| Preview | Code Blame 4@ lines (2@ loc) : 1.01 KB

H H
Table of Contents B T T
Setup g j -:

)
L]
o

-— e —

Overview to all parts of XEN demo - - - -
o Gl GEED aEp

° 3 — I

- ° [ X X]

Setup of XEN demo image for USB stick or SD card (restricted function)

Setup of XEN boot image for SD card

Build parts of Domain-0 with XEN

Create XEN demo and boot images with a simple script

» Setup Qemu system with demo and boot image

https://github.com/elisa-tech/wg-systems/blob/main/Documentation/xen-demo-zcu102/Readme.md
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https://github.com/elisa-tech/wg-systems/blob/main/Documentation/xen-demo-zcu102/Readme.md

Similar System Architectures

Choices from EOSS 2024 Older examples
e build heterogenous system using yocto e Virtualization with Zephyr & Xen for
project (AMD) Embedded Safety Systems (epam, 2022)
e amp virtio a new virto transport for amp e Hypervisor-less Virtio: Assembling Multi-
systems with focus on zephyr linux and OS Systems ... (Wind River, 2022)
xen (Linaro) e Linux and Zephyr “Talking” to Each Other
e display sharing in heterogeneous systems in the Same SoC (Embarcados, 2018)
using linux as high level operating system
(Texas Instruments) Systems WG base

e Static Partitioning with Xen, LinuxRT, &
Zephyr: A Concrete End-to-end Example
(AMD, 2022)
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https://eoss24.sched.com/event/1aBFR/build-heterogenous-system-using-yocto-project-sandeep-gundlupet-raju-amd
https://eoss24.sched.com/event/1aBFR/build-heterogenous-system-using-yocto-project-sandeep-gundlupet-raju-amd
https://eoss24.sched.com/event/1aBFm/amp-virtio-a-new-virto-transport-for-amp-systems-with-focus-on-zephyr-linux-and-xen-bill-mills-linaro
https://eoss24.sched.com/event/1aBFm/amp-virtio-a-new-virto-transport-for-amp-systems-with-focus-on-zephyr-linux-and-xen-bill-mills-linaro
https://eoss24.sched.com/event/1aBFm/amp-virtio-a-new-virto-transport-for-amp-systems-with-focus-on-zephyr-linux-and-xen-bill-mills-linaro
https://eoss24.sched.com/event/1aBFe/display-sharing-in-heterogeneous-systems-using-linux-as-high-level-operating-system-devarsh-thakkar-soumya-tripathy-texas-instruments
https://eoss24.sched.com/event/1aBFe/display-sharing-in-heterogeneous-systems-using-linux-as-high-level-operating-system-devarsh-thakkar-soumya-tripathy-texas-instruments
https://youtu.be/hGubBUuiaWg?feature=shared
https://youtu.be/hGubBUuiaWg?feature=shared
https://youtu.be/6cghaH7qW04?feature=shared
https://youtu.be/6cghaH7qW04?feature=shared
https://www.youtube.com/watch?v=4zMyjaEgj2U
https://www.youtube.com/watch?v=4zMyjaEgj2U
https://www.youtube.com/watch?v=CiELAJCuHJg&pp=ygUkc3RhdGljIHBhcnRpdGlvbmluZyB3aXRoIHhlbiBsaW51eHJ0
https://www.youtube.com/watch?v=CiELAJCuHJg&pp=ygUkc3RhdGljIHBhcnRpdGlvbmluZyB3aXRoIHhlbiBsaW51eHJ0

Open Source Good Practices — Yet Another Standard

Standards are based on v-model

Nobody is strictly following v-model. &

HOW STANDARDS PROUIFERATE:
(568 A/C CHARGERS, (HARACTER ENCODINGS, INSTANT MESSAGIG, £C)

e ASPICE or CMMI are main argumentation o
forq }Jallty management in Automotl\{e SITUATION: gfqru"’”‘iﬁs”égm SITUATION:
e Quality management can be entry point to THERE. ARE USECﬁSES mer THERE ARE
|4 COMPETING |5 COMPETING
safety standards STANDPRDS. % STANDPRDS.
e No existing standard matches decent ﬁ

software de.velopm.ent practice;s! https://xkcd.com/927/
(code-centric, Cl driven and agile focus)
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Open Source Good Practices - Goal

The goal of this project is to
evaluate and document
established open source

development best practices

&

to provide an assessment quide
for the user to rate the quality
of open source projects.

Photo by Paul Skorupskas on Unsplash
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https://unsplash.com/de/@pawelskor?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/person-mit-kameraobjektiv-7KLa-xLbSXA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

Open Source Good Practices - Overview
/ Standardization \(Safety (+Security)\ Wider community

Phases Community
1. Determination of status quo | Open Specification/Standard
2. Definition of practices : ' -
3. Assessment of pilot projects “Execution. || Founcaton ELISA & Eipss SDV Communites
Contribution Enhance or new Show
- Academia, Public sector, 0SS communities Activities standard draft  [€| Summarize | =» Enrich 0SS
- Industries: Medical, Robotics, Avionics, Automotive,

Railway, Automation, ... (SME to industry leaders) Examples s || SR Adle cucp%"gss, Linux kernel, Zephyr, Xen, ...
Fuding _
- Funded project considered (requires interest) Searcn o ot e Herature & Open Source Projects
- Public funded project for wider outreach

Demands Safety Standards, Security Standards, CRA, RED, CISA

Next steps:
- Prepare Survey & Press Release U 4N .

- 0SS NA submission (& promotion?) _ o
Cl-lA“SS (::-T’/EZD\;\; EEID:-:VELOPMENT C0COOPENCHAIN

FOUNDATION

ELISA

Eﬂahlingpplica[‘\igns Aerospace - Automotive - Linux Features - Medical Devices - OS Engineering Process - Safety Architecture - Space Grade Linux - Systems - Tools




ELISA ' }

Enabling Linux in .
Safety Applications . . .

MENS
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https://unsplash.com/de/@5tep5?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/schwarzer-zug-auf-der-schiene-wahrend-der-goldenen-stunde-I0_UBfHbnkI?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

2025 Plans in a Nutshell

Systems WG focus:
e Formally start "Good practices in Open
Source" specification/standard

* Involve other communities like CHAOSS,
Eclipse SDV, OpenChain, JDF, ...

* Reach out to companies, academia,
public sector, standardization bodies...

e New system setup on ARM + new hardware
* Incl. System BOM

» Continuous compliance
(First things to experience at Embedded world?)

ELISA

Interaction with other WG:

e Add the tiny config to the ClI
(input from LFSCS)

e Add Kernel requirements & tools to the CI
(input from Arch WG)

e “Good practices” spec/standard
(involves OSEP WG)
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(Major) Community Engagements

. Vall AUTOMETIVE
CJ—_S’D\\T .AKernelCI \"." 2\ GRADELINUX

clipse Software Defined Vehicle

yocto- [ZsPDX Xen

PROJECT Pro]ect
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2025 example: CHAOSScon

e Brought ,good open source” practices as
unconference session to Brussels.
e Interaction with CHAOTICs brought in new
perspectives.
« Stronger involvement of foundations
Involve standard authorities
Enhance not add efforts
* Funding of persons to implement efforts
» Get the burden on those who get paid for it

CRA and relation to cyber-security can be even
more relevant than thought

Existing scorecards can help to define metrics
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Get Involved

e System WG meets Mondays 16:00 UTC
(15:00 UTC during DST)
https.//elisa.tech/community/meetings/

e Mailing list(s)
https://lists.elisa.tech/q/systems/
https://lists.elisa.tech/q/automotive/

e Issues (or even better PRs) welcome!
https.//qithub.com/elisa-tech/wg-systems/
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https://elisa.tech/community/meetings/
https://lists.elisa.tech/g/systems/
https://lists.elisa.tech/g/automotive
https://lists.elisa.tech/g/automotive/
https://github.com/elisa-tech/wg-systems/
https://unsplash.com/de/@hannahbusing?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/person-im-roten-pullover-halt-babyhand-Zyx1bK9mqmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Thank you!

https://elisa.tech



ELISA
JOIN THE COMMUNITY soety Aplatons
Our infrastructure and tools are open by default, so jump in and

introduce yourself, ask questions and share ideas. Please consider
this your invitation to participate.

E ‘

Subscribe to Join Community Contribute to Tools Participate in Attend Events
Mailing Lists Meetings and Docs on GitHub Working Groups
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https://lists.elisa.tech/g/main/subgroups
https://lists.elisa.tech/g/main/subgroups
https://lists.elisa.tech/calendar
https://lists.elisa.tech/calendar
https://github.com/elisa-tech
https://github.com/elisa-tech
https://elisa.tech/community/working-groups/
https://elisa.tech/community/working-groups/
https://elisa.tech/events/

	Slide 1: Systems & Automotive WG
	Slide 2: Light on Automotive WG
	Slide 3: Light on Automotive WG
	Slide 4: Systems WG
	Slide 5: Systems WG Definition
	Slide 6: Linux in Safety Critical Systems
	Slide 7: Achievements 2024
	Slide 8: 2024 In a Nutshell 
	Slide 9: Example System - At Embedded World
	Slide 10: Example System - Used hardware
	Slide 11: Example System - Composition
	Slide 12: Example System - Reproducability & Documentation
	Slide 13: Similar System Architectures 
	Slide 14: Open Source Good Practices – Yet Another Standard
	Slide 15: Open Source Good Practices - Goal
	Slide 16: Open Source Good Practices - Overview
	Slide 17: Plans 2025
	Slide 18: 2025 Plans in a Nutshell
	Slide 19: (Major) Community Engagements
	Slide 20: 2025 example: CHAOSScon
	Slide 21: Get Involved
	Slide 22: Thank you!
	Slide 23

