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Lighthouse OSS - Setting the scene

« Traditional software development methods
were built for proprietary software

"n

- No existing quality standard matches
established open source development practices |

« But 0SS Communities have demonstrated
mature processes and consistent quality

« 0SS is aviable choice for requlated industries,
but there is a lack of a matching standard
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back to agenda

Goal

The goal of this projectis to
evaluate and document
established open source

development best practices

&

to provide an assessment quide
for the user to rate the quality
of open source projects.

Photo by Paul Skorupskas on Unsplash
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https://unsplash.com/de/@pawelskor?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/person-mit-kameraobjektiv-7KLa-xLbSXA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

back to agenda

Open Source Good Practices - Yet Another Standard

Standards are based on v-model
No 0SS project is strictly following v-model. &

e ASPICE or CMMIl are main argumentation for quality
management in Automotive

e Safety standardsrequire a quality baseline to
support safety claims.

e No existing quality standard matches established

open source development practices!
(code-centric, Cl driven and agile focus)

ELISA

HOW STANDARDS PROUFERATE:
(56E: A/C CHARGERS, (HARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUATION:
THERE ARE
|4 COMPETING
STANDPRDS.

17! RiDICULOLS!

WE NEED To DEVELORP
ONE UNIERSAL STANDARD
THAT COVERS EVERYONE'S
USE CASES. YErH!

it

SITUATION:
THERE. ARE
|5 COMPETING
STANDERDS.

https://xkcd.com/927/
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back to agenda

Open Source Good Practices - Overview

. / Standardization Safety (+Securit \ Wider communit
Phases in 2025 cgrﬁmunity iz /
1. Determination of status quo 4
2. Definition of practices Cj Governance Joint Dev. New (LF) Project y

. . . Execution Foundation ELISA & Eclipse SDV Communities
3. Assessment of pilot projects(ongoing)
Additional phase for 2026 Activities Enhance or new €— Summarize [ Show Enrich OSS*
standard draft case

4. Prepare towards a standard

ISO IEC CI/CD Agile | | CI/CD, OSS,

Examples SAE . work Agile Linux kernel, Zephyr, Xen, ...
Pillars in 2025
Search related standards Literature & .
1. Standards fields (drafts) Research Open Source Projects
2. Literature & Research
Demands Safety Standards, Security Standards, CRA, RED, CISA

3. Open Source projects

Additional pillar in 2026

AU 2N /

* Can include existing frameworks

4. Existing best practices

records & frameworks %DPE"SSF i:ILFx |nSightS Cl‘IA‘-SS g’g:rE.II-OFMENT CCDOOPENCHAIN

FOUNDATION
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https://unsplash.com/de/@mjskok?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/aussenspiegel-reflektierende-strasse-in-der-wuste-1tTLrL50bpA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

What we did...

Survey conducted together with LF Europe to check the demand
Presented the survey result
Started the SIG based on survey feedback

e Interacted with Eclipse Automotive Process SIG:
Prevent duplicated work, confusion, and conflicting interest.

e Preparedtemplate to evaluate projects based on e.q. literature information
(more in following slides)
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Challenge the idea and collect feedback

Feb: UnConference session at CHAOSSCon
May: Presentation of concept at ELISAWS in Lund to collect feedback
Jun: Presentation at 0SS NA:
Developing a Community-Driven Standard for OSS Quality
Nov: First presentation to community at ELISA WS in Munich by Simone
Dec: Presentation at Eclipse SDV Meetup in Japan around LLVM and
Lighthouse work by Wendi
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https://directory.elisa.tech/workshops/2025-05-Lund/3-3-Best_Practices_Standard.pdf
https://youtu.be/J4TSb_JDr3M?si=bK6IchmUuz_5nzQd
https://directory.elisa.tech/workshops/2025-11-Munich/2-5-Simone_Weiss_-_Best_Practices_in_Open_Source_and_Standards_%E2%80%93_Evaluation_of_Example_Projects.pdf
https://eclipsesdv.org/wp-content/uploads/2025/12/Wendi-Urribarri-What-ELISAs-Lighthouse-OSS-Best-Practices-Reveal-About-LLVMs-State-of-Practice.pdf
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tart with a standard to come to categories

. P of the QMS _
. Based on the quality aspects of ISO 9001 QM Area = = Description .
Risk ,Risk Management processes Based on the types / categories of ri

' define the steps to manage the risk,
:Business Controls and Internal Audit The geal is to define internal mechai

e Areas: Risk

Stakeholder 1Stakeholder Satisfaction, Feedback (Measured metrics) The goal is to define criteria to meas

. Stakeholder finteractions & Progress reporting The goal is to define the means to ir

[ R | S k Stakeholder :Quality control The goal is to define acceptance crit
Stakeholder :Ccmmunicaliun The goal is to communicate achieve

Community :Invulvemem of organizations

o Stakeholder 3

The goal is to describe how to build
The goeal is to determine and provide
1 implementation, maintenance and ct
. Compliance :Processes & products evaluated against industry & government standards ~ The goal is to ensure the processes

[ C O m m u n | ty Compliance 1Contribution to standards, communities, regulations & laws The goal is to define who and how w
! member list, process for submitting /

'
Peoplefteam 1Roles & responsibilities assignment The goal is to define a profile descrij
' . . o
R with role, assigned responsibilities,
o 1 . N - - N B .
e S O u rC e Peoplefteam Management of the skills including training, coaching & proven competencies The goal is to check the competence
: areas for improvements and the list:
! program)

o C 0 m p | ia n C e Peoplelteam :Recording platform

Peoplefteam :Learnmg product & service The goal is to provide "learning” as |
° Pe 0 I e/te a m Program \Strategy The goal is to define a guideline to n
p Program 1Project management: Backlog grooming, development / stabilization sprints ~ The geal is to detail the way to man:
! Definition of Done (DoD)...
Program 1Problem Resolution & Process improvement The goal is to define escalation proc
: future improvements)
1Quality engineering strategy & evidence traceability The goal is to define a strategy to er
: before the release of a product

° O u a I ity E n g i n e e ri n g Quality Es i of artifacts The goal is to define the expected bi

and to set aligned internal processe:
doct p

baseline acceptance / sign-off

The goal is to define a gudeline to di

anomalies...

The goal is to define metrics & thres

The goal is to automate the process

« Program

Quality Engineering

. Forall QM areas, defined their aspects and create
requirements (— See it here)

Quality Engineering Testing & gating strategy

Quality Engineering 1 Tooling (including metrics & reporting)

ELISA
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Quality Engineering

:Re\ease Readiness Report

The goal is to define the way to repc
changes, verification and validation :
compliance with applicable standard
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https://docs.google.com/spreadsheets/d/1jR0oGQpwJTdThJAOtWP70GrdWSz7K-ol84j5BWX2h8g/edit?hl=de&pli=1&gid=1943308644#gid=1943308644

Look into existing evidences in literature

Examples of literature which was checked for Open Source practices:

o 2017 -Evaluation of open-source OS for Safety-Critical Applications
(P. Berntsson)

o 2020 0SS Development Process Systematic Review
(B. Napoleao, F. Petrillo, S. Hallé)

o« 2025-Towards a more sustainable and secure software toolingin free/libre

open source software environments
(S. Tatschner)

Mapped in both directions to create an evaluation template to rate OSS projects
practices

ELISA
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https://publications.lib.chalmers.se/records/fulltext/249901/249901.pdf
https://arxiv.org/pdf/2008.05015
https://researchrepository.ul.ie/entities/publication/e4b7b543-f927-4bad-8946-bca9454e48d0

Check: Process robustness

ELISA

Enabling

Step 1: Assess "Process

How formalized and consistent is this practice? To what extent is this pracm:e explicitly defined, owned, and embedded in the project's governance?
- Is the practice explicitly defined?

- Are expectations clearly stated?

- Are scope and applicability unambiguous?
- Is ownership or authority identifiable?

- Is the rule stable over time?

This is about rules, expeciations, structure. It does not mean that people follow it, that it is enforced, or that evidence exists. That's Step 2's job.

Level
0 - Not defined

2- Explicitly defined

- Institutionalized

4- Systematized (or
Optimized? or Audited?)

Applications

Description
The practice doss not exist as

Observable indicators
Mo written rule, policy, or quidance

an explicit rule or

The praclice exists as an
umwritten norm or shared
understanding

The practice is formally
described and publicly
accessible

The praclice is embedded
inlo the project’s govemnance
and workflows:

The practice is fully integrated
as a first-class element of the
project system

Mo mention in 3 tion, or
contribution materials

Any occurrence would rely entirely on individual
inifiative

Expectations are implied through discussions or
community culture

Knowledge is iransmitted socially (e.g., “this is how
we usually do it")

Mo authoritative reference that defines the practice
Mew contributors would struggle to discover it
independently

Written description exists (README,
CONTRIBUTING, govemnance doc, wiki)

Scope and infen of the praclice are staled
Applies toa

or arfifacts

Language is normative (“must”, “should”, “expected”)

Defined ownership or authority (e.g., maintainers,
reviewers, WG)

Clear entry points in lifecycle documents (e.g.. PR
process, release rules)

Exceptions, escalation paths, or decision rights are
described

Changes o the practice follow a defined governance
process

Process continuously improved and monitored
Treated as part of the project's “way of working”
Explicitly connected 1o other praclices

Versioned, maintained, and reviewed like code or
specifications

Comments

Example: The practice isn't mentioned in the
projects README, wiki, or workflow

Mo shared understanding

Any occurrence is accidental

The practice is invisible

Stage of pre-formalization of a practice

The practice is emergent, but not yet established in
the rules by the community

The practice has a name (even if informal)
Coniributors reference it in discussion
Decisions occasionally invoke it

This is the first level where the practice is
"established”

Al this level, the practice is writien down, confributors
can look it up, and expeclations are explicit

But the practice still depends on specific individuals
remembering to apply it, informal coordination, tribal
knowiedge filing the gaps

Enough fo state intent

Typical failure modes:
A key maintainer leaves, then the rule quietly stops
nemg applied

The fule exists, butis |ncuns|smnﬂy mtelpleted

Al this level, the practice is embedded into
govemance, there is explicil ownership, the rule is
connected to decision points (PRs, releases,
approvals)

MNeeded to survive growth and tumover

Mo requirement yet that it is enforced or proven, only
that the institutional hooks exist

Most 0SS projects might stop at writing the rulebook
(Level 2)

Here, the rules evolve through a defined process
when the game changes

Needed to survive time

Designed 1o scale with project grovih and contributor The rule is not a special case, but infrastructure

furmover

& Evidence Confidence

Step 2: Assess

(vertical
Given the practice as defined (S‘hep 1), how confident are we that it is adualry followed in reality?
Can we see that enforcement actually happens?
Think evidence existence, observable traces, evidence guality, practice verifiably applied, observable application, trace shows rule

execufion

This step assumes the practice exists (or not) per Step 1, but does not care how good the rule is (part of Step 1's work?)

Level

0 - No evidence

1 - Minimal evidence:

2 - Consistent evidence

3 - Comprehensive
evidence

- Indspendent or
automated verification

Description
HNothing observable supparts
that the pracfice is applied

Observable indicators.
Mo evidence available
Mo public trace, unverifiable claims

No . or trace
Isolated examples, One example. informal confirmation
eif- il or Minimal evids may rely on self-reporting or

unstructured confirmation
exist

Repeated traces over fime
exist, with a consistent
observable behavior that
might still be dependent on
human interpretation

Evidence is struciured and
traceable, with (partial)
automation that helps reduce
observer bias

Evidence generation or
validation does not depend
on project insiders, and
confidence in this evidence
does not rely on lrust in
individuals

single instances
Mailing list mentions, occasional manual actions,
sparse documentation

Multiple verifiable examples across time
Moderate confidence: evidence from mulfiple data
points, but not independently verified

Repeated activity in commilsfissues; clear policy or
CONTRIBUTING.md; not yet automated

Evidence from multiple independent data sources
(issues, commits, Cl logs)

High confidence: evidence is traceable, up-to-date,
and parily automated

Bot . or
evidence stored in CI/CD log

gating;

Evidence generated or checked automatically;
external party can verify

Very high confidence: evidence publicly verifiable or
3rd-party validated

Automaled reporting, metrics dashboards, external
audits, or badges (e.g., OpenSSF Scorecard)
Extemal observers reach the same conclusion

in Aerospace - Automotive - Linux Features - OS Engineering Process - Safety Architecture - Systems - Tools - Lighthouse - Space G

Example: The practice is not
verified

Example: The pracfice was
done once or twice, but it's
not repeatable or verified

Example: The project
regularly performs the
practice and the info isn't
ouldated

Example: The praclice is
executed consistenily and
monitored (e.g., required
review checks)

Example: Evidence collected
continuously; external
observers can confirm
compliance

ade Linux



Check: Process robustness & Evidence Confidence

Process robustness X Evidence confidence

0-noprocess noevidence
1-implicit  minimal evidence
2 - explicit  consistent evidence
3 - institutional comprehensive evidence

4 - systematic & cont. improved independent or automated verification

Every level must be verifiable through public artifacts.

(First draft is currently under refinement. Try to look what is existing elsewhere.)

ELISA
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Template

Lighthouse SIG - OSS Practices ¥ [ & o) @ © Teilen ~ @
Datei Bearbeiten Ansicht Einflgen Format Daten Tools Erweiterungen Hilfe Bedienungshilfen
Q Menis & o & § 100% - | $ % 4 90 3 Adl - —(u4]+ B I = A% @ - E-T-hvA- ® m Y @z ~
ALBI ~ | fc 0SS Practice
A B c D E F G
1 |OSS Practice |Process Robustness Evidence Confidence Maturity
Area = Aspect = Value = Rationale /Evidence links = Value = Rationale / Evidence links = Value = Comments
2 (auromatic, don't
modify)

3 | Governance & Community Health Meritocratic leadership = - 0 =

4 | Governance & Community Health Transparent decision-making = - 0 =

5 | Governance & Community Health Clearly defined roles = - 0 =

6  Governance & Community Health Document and keep development process up to date = - 0 -

7 Governance & Community Health Requirements definition from communication and discussion - A 0 =

8 Govemnance & Community Health Community-driven roadmap = - 0 -

9 | Governance & Community Health Active contributor base = - 0 =~

10 Governance & Community Health Community support channels - - 0 -

11 Governance & Community Health Use permissive licensing for resilience - - 0 -

12 Development Practices Self-assigned tasks i - 0 =

13 Development Practices Code ownership o - 0 =

14 Development Practices Modular design & clean interfaces = bt 0 =

15 Development Practices Version control systems = - 0 -

16 Security & Supply-Chain Management Bug tracking systems - - 0 -

17 Security & Supply-Chain Management Public vulnerability handling = - 0 -

1 Security & Supply-Chain Management Limit and monitor dependencies < - 0 <

19 Security & Supply-Chain Management Maintain SBOMs and licensing traceability < - 0 <

20 Quality Assurance & Engineering Discipline Clean commit history = - 0 -

21 Quality Assurance & Engineering Discipline Structured peer review with automated testing = - 0 -

22 Quality Assurance & Engineering Discipline Extensive use of unit testing = - 0 -

23 Quality Assurance & Engineering Discipline Coding conventions. = - 0 -

24 Quality Assurance & Engineering Discipline CI/CD pipelines = - 0 -

25 Documentation User-facing documentation - - 0 -

26 | Documentation Developer documentation = - 0 =

27 Sustainability & Long-term Viability Secure sustainable funding models < - 0 <

28 Sustainability & Long-term Viability Monitor and improve Bus Factor < - 0 <

= SCORE #DIVIO! 7 #DIVIO! ‘ 0
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Filling... (currently looking into Xen, LLVM, Yocto...)

4 3 c o G F c

1 |OSS Practice |Process Robustness Evidence Confidence Maturity

, Area = Aspect Value = Rationale / Evidence links T Value = Rationale/Evidence links = Value (automatic, = Comments =

don't modify)
Governance & Community Health Meritocratic leadership 2~ niipsuixenproject ora/aboutigovemnance. 2+ hipsgitnub, i 350 2 - Leadership roles are eamed by ment and activity, as outined in
Enforces by policy in Praciice is hence. 57: govemance docs.
5 /ixenbits. xenproject orafaovemanceic tmielections
Repeated activity in commits that nomination procces is followd as well on
the vote via mailing list
hitps:/Nists xen html
Governance & Community Health ‘Transparent decision-making ER S 7 nproject 3~ Repeated in docuemnts and commits 3 ~  Voting and decision logs are public per govemance documents.

. ki lict-resolution: ol i nd elect There are defined ways for technical, non-technical, sub projects
and complete project affecting topics and veting procedures. {lazy
consensus)

Governance & Community Heallh Clearly defined roles 2 v hiipsihenbits xenproject btk ject 3 - in iners file 3 = Roles such as community manager, advisory board, comitlers,
B _viide-roles maintainers and project leads defined
) nproject 1
Governance & Community Heallh Document and keep development process up to date I xenproject hi = 3 = See version history of government page on first link. Some parts of
B Tory development are defined in wiki some in rst docs, paris of the wiki
are outdaled, eg.g bug handling process
hitps:/fxenbits.xen.org/docs/latest
Governance & Community Health i definition from ication and discussion R i 2025 -find I the-fulure-of- = 2 = Desian sessions durina xen-summils can be used for community
eoe
- - i v . -
Quality Assurance & Engineering Discipline  Structured peer review with aulomated lesting 3 = hlipsJixenbils xenproject org/qitweb/?p=yxen gita=blobf=. qillab-ci ymlh=79 - 3 ~  Yes, lest via gitlab runners, review via commitiers and maintainers
= T4ac4ed2bc275a4b 307 ea32684cde 163d4d28%-hb=HEAD
hitps /ixenbits xenproject roiect-tea
mosoles
22 | Quality Assurance & Engineering Discipline  Extensive use of unit festing R Y i i - 2 ~  Existing but not extensive
2 Quality Assurance & Engineering Discipline  Coding conventions 4 v hitps/henbits xen himl - 4 ~  Yes usage and test for MISRA via CI
Quality Assurance & Engineering Discipine  CICD pipelines 3 = nlips/ixenproject omicontribule/cilstatus/ - 3 ~  Allis runners on gitiab, bul issues are known see design session
itps:/fxenproject ora/contribute/cil wrt1o speed and timeouts.  Tests on x86, ARM32, ARM64,
hiip: - xenproject org/ui isc Y7dpMIeN2FAS RISC-V, PowerPC

u oBmMHplview or Domd boot, DomU launch, Domdless, suspend/resume, PCI
passihrough
Stalic analysis with cppeheck. MISRA G, and more
On QEMU emulated tests and real bare metal boards

25 Documentation User-facing documentation 2 - hitpsJienbits.xen.org/docsiatest/ - 3 ~  Available

Documentation Developer documentation 2 *  hiips/ixenbils xen om/docs/lalest - 3 ~  Wiki exists but sites are partially outdaled and shall be deprecated
= hitp: - xenproject org/ui fisc_Jp2TOyq2I3sHOB Docs for HV developers exists, bul as writlen on the overview page
£D0CTvigw needs sorting.

27 Sustainabiity & Long-term Viability Secure sustainable funding models 4 - i ber/ - 4 ~  Linux Foundation, robust advisory board support

Sustainability & Long-term Viability Monitor and improve Bus Factor 2~ nipsurxenproject orgiblog/a-recap-of-the-xen-project-developer-and-design- - 3 ~  Diverse maintainers and active efforts to reduce risk. Community
t ity-health drends-coding-changes-and Health is watched, and i.e. in 2018 improvements were done for
= i i i i better collaboration of %35 development. Retetion above 50% as
024-10 10 per LFX insights, but 51% of contributions from 2 companies
ion
= SCORE 3.24 3 3.076823077
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https://unsplash.com/de/@5tep5?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/schwarzer-zug-auf-der-schiene-wahrend-der-goldenen-stunde-I0_UBfHbnkI?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

Enhance the framework & prepare for a standard

e (ontinue active tasks
o Pendingactionsin spreadsheet like maturity level

o Extendedreview of projectsto get trends

e Add another pillar for evaluation: “existing records of best practices”
o Compare frameworks & activities like OpenSSF Scorecard, LFX insights, Trustable, CHAOSS

ggﬂpenSSF CILFX Insights CHA(SS =loeveioement  ((1IOPENCHAIN

FOUNDATION

o Reach out to existing communities and “best practices” maintainer

e Prepare theinput to know what is needed to create a standard
o ReachouttoJDF, OpenChain, domain experts

e Work with OSEP WG on a definition what “quality” actually means (& other terms)

ELISA
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Get Involved

e Lighthouse SIG meets every other Friday 12:00 PM
https://elisa.tech/community/meetings/

e Mailing list
https://lists.elisa.tech/qg/lighthouse

e [Discord
https://discord.qq/TnWZpDUu

e (Contributions in GitHub welcome!
https://qithub.com/elisa-tech/lighthouse-oss/
https://qgithub.com/elisa-tech/lighthouse-oss/wiki

ELISA
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https://elisa.tech/community/meetings/
https://lists.elisa.tech/g/lighthouse
https://discord.gg/TnWZpDUu
https://github.com/elisa-tech/lighthouse-oss/
https://github.com/elisa-tech/lighthouse-oss/wiki
https://unsplash.com/de/@hannahbusing?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/person-im-roten-pullover-halt-babyhand-Zyx1bK9mqmA?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Enabling Linux in
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Thank you! ':_.‘:-_='"

https://elisa.tech
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ELISA
JOIN THE COMMUNITY saety Aplatons
Our infrastructure and tools are open by default, so jump in and

introduce yourself, ask questions and share ideas. Please consider
this your invitation to participate.

E :

Subscribe to Join Community Contribute to Tools Participate in Attend Events
Mailing Lists Meetings and Docs on GitHub Working Groups

ELISA

Enabling in
Applications
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https://lists.elisa.tech/g/main/subgroups
https://lists.elisa.tech/g/main/subgroups
https://lists.elisa.tech/calendar
https://lists.elisa.tech/calendar
https://github.com/elisa-tech
https://github.com/elisa-tech
https://elisa.tech/community/working-groups/
https://elisa.tech/community/working-groups/
https://elisa.tech/events/
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