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What is LFSCS?

Linux Features for Safety-Critical Systems (LFSCS) Target application domains

Working Group within the ELISA Project
Focused on Linux in safety domains
Analyzes Linux features in safety contexts
Identifies potential fault scenarios
Explores kernel and userspace behaviors
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LFSCS is a horizontal Working Group within

ELISA
Works across multiple safety domains
Complements Architecture, Tools, and OSEP

WGs

Focuses on feature-level and system-level
analysis

Translates domain use cases into technical
investigations
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Focus Areas and Investigations

® Minimal Linux Footprint
o  Derived from Minimal Config work
o ldentifies essential runtime features

® Memory Isolation and VMAs

o Core kernel isolation mechanism

o Complex and failure-prone subsystem

o Explored lifecycle and allocation behavior
® Members requests

o Metadata in pointers

Investigations selected to expose potential safety failure modes
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Investigation: Minimal Linux

e Motivation
o Understanding the minimal runtime surface for safety systems
o Reducing feature exposure and analysis scope
o Establishing foundational analysis independent of specific use cases
® Approach
o  Builds on prior Minimal Config work
o Traced real application execution paths
o ldentified essential kernel interactions
e Safety relevance
o Smaller footprint — fewer failure vectors
o Clearer feature analyzability
o  Foundations for certification scoping
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https://qr.fm/P6yFZK

Investigation: Memory Isolation

® Motivation
o Memory isolation underpins mixed-criticality safety

systems

o VMAs form Linux’s primary process isolation
mechanism

o  Cross-domain relevance independent of specific use
cases

® Investigation scope
o VMA lifecycle and allocation behavior
o  Address space layout dynamics
o Memory pressure and mapping interactions

e Safety relevance
o Isolation guarantees vs architectural flexibility

o  Failure propagation across boundaries
o  Foundations for deterministic containment
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https://www.youtube.com/watch?v=pe9OVjWdF-w
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Emerging Feedback on Spatial Isolation

e (Context
o Spatial interference through linear mapping was highlighted as an isolation
concern during WG investigations and presented to the workshop discussions
o Early mitigation directions explored approaches leveraging Highmem
® Evolving Landscape
o Upstream kernel discussions are advancing toward Highmem deprecation and
phase-out
® Ecosystem Signal
o Related mitigation ideas have since surfaced from the broader community
o Work in this space is expected to be openly published for wider analysis
® WG Posture
o The WG is tracking these developments where they intersect with ongoing
investigations
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Side Explorations and Community Input

e Pointer safety models with embedded metadata / extended addressing
® Strong cross-community discussion and visibility
e Engagement with external experts on emerging safety topics
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Outputs and Impact

® Investigative Outputs
o Feature-level safety investigations
o Failure mode characterization
e Knowledge Artifacts
o  Public technical discussions and documentation
o  Workshop presentations and community sharing
® Cross-WG Collaboration
o Feeding fault scenarios into tooling exploration
o Aligning investigations with architectural guidance
e Community Engagement
o Member-driven topic explorations
o Open participation and knowledge exchange
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Roadmap and Call to Action

® Investigation Continuity
o Expanding feature-level safety analysis
o Deep dives into isolation and containment primitives
o Tracking emerging mitigation approaches intersecting ongoing
investigations
® Execution Enablement
o Establishing collaboration with Tools WG for PoC validation
o Translating fault analysis into reproducible experiments
o Collaboration unlocks validation and activates tooling work
e Community Growth
o  Welcoming domain-driven use cases
o Encouraging member-led explorations
o Expanding cross-industry participation
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Get involved

® Join bi-weekly meetings
Tuesday @13.00 CE(s)T

® Join the mialinglist

® Join the Elisa Discord

® Participate in the work



https://lists.elisa.tech/g/linux-features
https://discord.com/channels/1389686660610134247/1394712260873814027
https://github.com/elisa-tech/wg-lfscs/
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