
Safety Architecture Working 
Group - Annual Update

Aerospace · Automotive · Linux Features

Medical Devices · OS Engineering Process

Safety Architecture · Space Grade Linux · Systems · Tools

Gabriele Paoloni & the WG 
participants



Agenda
● Working Group Intro
● Past years activities and milestones
● Current focus and activities
● What’s coming up in 2026 and areas and opportunities for collaboration
● Onboarding resources and how to get involved

Aerospace · Automotive · Linux Features · Medical Devices · OS Engineering Process · Safety Architecture · Space Grade Linux · Systems · Tools 



The Safety Architecture Working Group
Mission:
According to technical safety requirements produced by domain specific WGs the 
focus of the Safety Architecture WG is to determine critical Linux subsystems and 
components in supporting safety functions, define associated safety requirements 
and scalable architectural assumptions, deliver corresponding safety analyses for 
their individual qualification and their integration into the safety critical system.



Past year activities
1) Linux Kernel Requirement Framework Definition
2) StrictDoc Integration
3) Upstreaming code specification and associated testing



LPC’24: “Improving kernel design documentation and involving experts”

Why Documenting the code is important

● New developers and security experts can verify if their proposed 
modifications are coherent and consistent with the intended 
behavior (e.g. when modifying the documented symbols).

● Reduction of incorrect or buggy patch proposals by new 
contributors thanks to  faster understanding of the code behavior 
and side effects

● Testers can test the code against the documented intended 
behavior and documented constraints of use, hence without the 
risk of mistaking a bug for a feature. Moreover testing efficiency 
would be improved by more targeted testing around scope of 
impact of change.  

In general the technical debt associated with Linux would be reduced.



The initial requirements’ template

Tag Name Cardinality Argument Mutability Locations Description

SPDX-Req-ID (1,1) Immutable Inline, 
Sidecar

Unique identifier for a requirement

SPDX-Req-Text (1,1) Mutable Inline semantic description of code expectations

SPDX-Req-End (1,1) N/A Inline End of requirement marker

SPDX-Req-Ref (0,*) Immutable Inline Marker for tagging code contributing to a 
certain requirement (e.g. for an inline 
helper function)

SPDX-Req-Note (0,1) Mutable Inline Any additional note needed for 
clarifications

SPDX-Req-HKey (1,1) Mutable Sidecar Hash key used to assess code or 
requirements’ changes

SPDX-Req-Child (0,*) Mutable Sidecar identifier for enumerating lower level 
decomposed requirements

SPDX-Req-Sys (1,1) Mutable Sidecar subsystem identifier ( as in running 
scripts/get_maintainer.pl)

https://docs.google.com/document/d/1c7S7YAledHP2EEQ2nh26Ibegij-XPNuUFkrFLtJPlzs/edit?tab=t.0#heading=h.p3fgqjsv0a38


StrictDoc tool

● Created in 2019, inspired by Doorstop

● Apache 2 license, 1.9K pull requests, 5K+ commits, 30K+ LOC

● In a nutshell:

○ Let's cut prose and code into atomic nodes, give them UUIDs and attributes, and link them 

together to form a graph

● Key highlights:

○ Connecting docs, requirements, source and test code, test reports, coverage.

○ Web-based requirements editor.

○ SDoc format for storing requirements with metadata. Internal representation is a graph.

○ Other formats can be read or written. Native ReqIF bi-directional interface.

○ RST export for interfacing with Sphinx. Possible direction: sphinx-strictdoc plugin.

○ Work with the SPDX FuSa WG. Establishing the equivalence between SPDX and SDoc.



Linux + ELISA + StrictDoc
https://github.com/strictdoc-project/linux-strictdoc

Results from CI:
rendered document

traceability graph

RFC: Showcase on GitHub

https://github.com/strictdoc-project/linux-strictdoc
https://strictdoc-project.github.io/linux-strictdoc/linux-strictdoc/Documentation/requirements/charmisc.html
https://strictdoc-project.github.io/linux-strictdoc/linux-strictdoc/Documentation/requirements/charmisc-TRACE.html#DOC-SUBSYS-CHARMISC


/**
 * SPDX-Req-ID: 080fa9a6d27aa94dfaf8cbceb9715cbc146b0671bbe53c10dccf173f911b1a5e
 * SPDX-Req-Text:
 * trace_set_clr_event - enable or disable an event within a system.
 * @system: system name (NULL for any system).
 * [...]
 * Function's expectations:
 * - This function shall retrieve the pointer of the global trace array (global
 *   tracer) and pass it, along the rest of input parameters, to
 *   __ftrace_set_clr_event_nolock.
 * [...]
 * SPDX-Req-End
 */
int trace_set_clr_event(...) {...}

Input: Requirements from C Comments and Sidecar

[REQUIREMENT]
MID: 080fa9a6d27aa94dfaf8cbceb9715cbc146b0671bbe53c10dccf173f911b1a5e
HASH: f8f29e7907a29e320df18a0950fa64b161dcd5cdd7960b44896e396bccb437c2
SPDX-Req-Sys: Tracing
TITLE: trace_set_clr_event
RELATIONS:
- TYPE: Parent
  VALUE: 428a5db6e481de87fc424119c30738d83e378b34bb42e12295ddfcba9839e5b3

make htmlreqs (*)
next 
slide

(*) strictdoc export



Output: Document View with Links and Validations



Output: Traceability View



The initial requirement trials

The template was presented at the 2024 
ELISA workshop hosted by NASA.

Positive feedbacks received by Steven 
Rostedt (TRACING subsystem 

maintainer).

The main suggestion was: “before 
refining the syntax and formalism, work 
on the semantic aspects and show the 
value”

https://github.com/elisa-tech/linux/blob/linux_requirements_wip/kernel/trace/trace_events.c


We mainly worked on 
“kernel/trace/trace_events.c” (see [1] and [2] ) 
with different outcomes:

TRACING subsystem’s submissions

[1] https://lore.kernel.org/all/20250814122206.109096-1-gpaoloni@redhat.com/
[2] https://lore.kernel.org/linux-trace-kernel/20250814122141.109076-1-gpaoloni@redhat.com/
[3] https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/

a bug was found (see 
[3])



We mainly worked on 
“kernel/trace/trace_events.c” (see [1] and [2] ) 
with different outcomes:

TRACING subsystem’s submissions

[1] https://lore.kernel.org/all/20250814122206.109096-1-gpaoloni@redhat.com/
[2] https://lore.kernel.org/linux-trace-kernel/20250814122141.109076-1-gpaoloni@redhat.com/
[3] https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/
[4] https://lore.kernel.org/all/20250723144928.341184323@kernel.org/

A redundant flag (SOFT_MODE) was 
identified and removed, with the code 

reworked and optimised (see [4])

https://lore.kernel.org/all/20250323122950.397439862@goodmis.org/


We submitted a patchset with 
documentations, testable expectations and 
associated tests (see [5])

/dev/mem submissions

[5] https://lore.kernel.org/all/20250910170000.6475-1-gpaoloni@redhat.com/

However it seems that there is 
no clarity about why we need 

this, which APIs will be specified, 
who is will do the work

https://lore.kernel.org/all/20250910170000.6475-1-gpaoloni@redhat.com/


Feedbacks received from maintainers at Linux Plumbers 2025

Greg KH on /dev/mem patchset: remove a the formal guideline on how to write 
requirements and submit code specifications and tests according to the current 
kernel-doc and KUnit formalisms

Discussion with other maintainers: 
● There is a concern about the effort of maintaining low level specs and tests 

VS the real gain from introducing them;
● Specifications written in natural language could be interpreted differently by 

different contributors depending on the language proficiency and personal 
interpretation of the same;

● Kernel API tests may not be sufficient and should be complemented by 
architecture level tests (e.g. introducing formal models)



Current Focus
The top priorities are:
1) Keep working on upstream contributions (/dev/mem and TRACING 

subsystems in the very short term)
2) Show value in introducing requirements/specifications and testing (i.e. find 

and fix bugs)
3) Define a maintainable framework and associated development process 



What’s coming up in 2026
● Get the current upstream RFCs accepted
● Finding new subsystems that may be more bug prone and show bug 

reduction for these when implementing requirements and tests
● Keep working on the StrictDoc integration to have a maintainable framework
● Start defining a requirement development and maintenance workflow for the 

Linux Kernel upstream process



Onboarding resources and how to get involved
WG Webpage: https://lists.elisa.tech/g/safety-architecture

WG Regular Public Meeting
All ELISA public meetings can be accessed here https://zoom-lfx.platform.linuxfoundation.org/meetings/elisa
You can register for a specific WG meeting to receive the direct meeting calendar invitation.
You can also subscribe to calendar feed here https://lists.elisa.tech/g/safety-architecture/calendar
 

GitHub Repo
Please go to https://github.com/elisa-tech/Safety_Architecture_WG for additional details including current work led by this 
group and how to collaborate.

https://lists.elisa.tech/g/safety-architecture
https://zoom-lfx.platform.linuxfoundation.org/meetings/elisa
https://lists.elisa.tech/g/safety-architecture/calendar
https://github.com/elisa-tech/Safety_Architecture_WG


Thank You!


