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Introduction



Open Source Good Practices - Yet Another Standard

● Standards are based on v-model

● No OSS project is strictly following v-model. 

● ASPICE or CMMI are main argumentation for

quality management in Automotive

● Safety standards require a quality baseline to

support safety claims.

● No existing quality standard matches established

open source development practices!

(code-centric, CI driven and agile focus)
https://xkcd.com/927/
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Open Source Good Practices - Goal

The goal of this project is to 

evaluate and document

established open source 

development best practices

& 

to provide an assessment guide

for the user to rate the quality

of open source projects. 
Photo by Paul Skorupskas on Unsplash
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Open Source Good Practices - Overview

Phases

1. Determination of status quo

2. Definition of practices

3. Assessment of pilot projects

Contribution

- Academia, Public sector, OSS communities

- Industries: Medical, Robotics, Avionics, Automotive, 

Railway, Automation, … (SME to industry leaders)

Funding

- Funding to be clarified (PfP or by members?)

Reach out, if you are interested in this effort. 

Press Release & Survey under preparation
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Survey Result Insights



Some Numbers

● ~84% responses from Industry/Company

○ Others: Academia, Pubic Sector, 

Open Source, Freelancer, …

● 50% from Automotive

● ~9 - 16% from Robotics and Aerospace
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Existing Experience and Expertise

Your experience with… 

Open Source Software

… 

Quality management systems
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Relevance of Quality Standards

How relevant is a „Quality Standard based on Open Source Best Practices“ 

to your work or interest?
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Areas of Participation

● Most respondents prefer to review or

participate in meetings/workshop

● 50%+ show interest in actively

engaging in the working group

(first meeting Friday 20th)

● 35%+ could imagine to pilot the

standard
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Biggest Challenges (Extract)

● Automating the process of checking for 

conformance with standards followed

● No stardardized approach exist how to 

assess it

● alignment with safety critical standards

● source code size of the open source 

software

● Non-uniform architecture, coding style, 

approach to testing

● No standard way to measure quality of 

OSS

● Come up with robust standards that the 

don't require to be changed given the 

rapid evolution of technology -- both 

applications and tooling.

● The manifold of processes followed by 

different projects, and the low adherence 

to these processes by the project
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One Motivational Challenge Statement:

Challenges are:

● requirements, architecture and design 

documents, as well as corresponding 

impact analysis. 

● traceability 

● coverage and test reports for automotive 

use case 

[This is] in many projects just a matter of 

reformatting existing data.

Work in Progress - License: CC-BY-4.0

Photo by Andrei Shiptenko on Unsplash

12

https://unsplash.com/de/@bro_andy?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/de/fotos/schwarz-weiss-rauchverbotsschild-FzYbSqjzmqM?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Repeating Theme

● The biggest challenge may be to define what quality actually means?

● Many responses point to apply practices from safety integrity standards.
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Important Criteria When Evaluating Quality of OSS

● Solid foundations, active community behind -
Community health

● Development team, testing methodology
● Safety certification
● popularity of the project
● Popularity + Traceability (Including SBOM)?
● Normally that it is alive and receives proper 

fixes for CVEs.
● Modular Design, systematic development 
● proven in use criteria... but having a strong 

review process
● documentation, usage, maintainability. 

Existing evidence of use in critical 
infratructure.

● Static analysis, conformance with coding style, regular 
maintenance, traceability from all changes to the public 
issue tracker, regular releases, code cleaning, 
documentation for all functions/classes/modules, good 
architecture, ease of installation, integration of tests into CI 
infrastructure, community size.

● How and when the system/software/hardware requirements 
(including interface specification and verification criteria) are 
documented, verified and released; 
what kind of methods/processes are defined, implemented 
and used. 
How and when architecture including external and internal 
interfaces (component <-> componet) including verification 
criteria created, documented, implemented, verified and 
released. 
How and when is the software the design created, 
implemented and documented (i.e. via doxygen), 
verification criteria; 
How are the verification process for each steps defined, 
implemented and completed.
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Extracted Statement for „Evaluating OSS Quality“

● Who is backing the project? 

How confident can I be that support and maintenance will continue? 

And crucially, if something goes wrong - like losing access or support - what's 

my mitigation plan? (For instance, bringing it in-house and closing the source, 

as many companies end up doing.)

● It usually starts by a simple criteria like number of stars, forks, active updates, 

going to more complicated metrics like the community and code quality. 
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Lighthouse-OSS repository
(where it comes to life)



Where work will become visible:

https://github.com/elisa-tech/lighthouse-oss

All are welcome to contribute to this 

repository and prepare the path for 

documented and measurable best 

practices in open source development, 

which can serve as a blueprint for all 

type of modern software development 

(incl. commercial proprietary software).

Population ongoing.

Contributions welcome!
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The proposed phases and key challenges

1) Analyzing existing work!   We are here!

a) Which OSS development practices exist?

b) Which standards exist? 

c) Do they define KPIs that increase quality 

(i.e. reduce the probability of systematic bug)?

2) Identifying key performance indicators (KPIs)

a) Can we re-use KPIs from step 1)?

b) Which Open Source project pilots should we consider to define KPIs?

c) Which additional OSS projects shall we use to validate our KPIs?

3) Creating a framework to evaluate how well OSS projects align in front of the 

objectives safety & security standards as well as regulations.

a) Are the defined KPIs suitable for supporting an automated framework?

b) Can we come to a common framework impl. across (some) OSS projects?

Work in Progress - License: CC-BY-4.0

What does academia say?
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Starting point:
Literature



Example: Paper

● Open Source Software Development Process: A Systematic Review 

● By: Bianca Minetto Napoleão, Fabio Petrillo, Sylvain Hallé (2020)

● Link: arXiv:2008.05015

Narrow down search field 
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Example: Paper
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Example: Thesis

● Evaluation of open source operating systems for safety-critical applications

● By: Petter Sainio Berntsson (2017)

● Link: https://odr.chalmers.se/

● https://github.com/ChibiOS/ChibiOS
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Literature Spot Check

● Relevant data sets and entry points available.

● Others have already done some part of the job.

● Literature may be older, incomplete, incorrect, or becomes outdated.

○ E.g. misconceptions due e.g. evolution of standards, tools (CI/CD)

● Far more papers and topics open to assess… 
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A starting point:
Project



ROS 2 Quality Guide
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https://docs.ros.org/en/rolling/The-ROS2-Project/Contributing/Quality-Guide.html
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Zephyr Guidelines
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https://docs.zephyrproject.org/latest/contribute/coding_guidelines/index.html https://docs.zephyrproject.org/latest/project/documentation.html
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Linux Guidelines

Work in Progress - License: CC-BY-4.0

https://docs.kernel.org/process/howto.html
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Project Spot Check

● Examples exist.

● Practices are (even) documented.

● Treasure hunting (for best practices) is possible. 
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Brainstorming / Feedback 
from last ELISA Workshop



Quick search which publications already exist…

● https://www.linkedin.com/advice/0/what-most-common-open-source-software-quality

● Thesis S. Tatschner: Towards a More Sustainable and Secure Software Tooling in Free/Libre Open Source Software 

Environments

● Tracking software cluster bombs: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4847570

● The process of quality assurance under open source software development https://ieeexplore.ieee.org/document/5958975

● Aspects of Software Quality Assurance in Open Source Software Projects: Two Case Studies from Apache Project 

https://ieeexplore.ieee.org/document/4301084

● Open Source software best practices and supply chain risk management on www.gov.uk

● MSR (Mining software repositories), ICSE (Int. Conference on Software Engineering), ICSME, ASE (Automated Software 

Engineering), FSE (Fundaments of Software Engineering)

● Julia Lawall papers

● Draft - RTCA DO-395 is an RTCA document that supplements DO-178C/ED-12C and DO-278A/ED-109A, focusing on the use

of Commercial Off-the-Shelf (COTS) and/or Open Source Software (OSS) in airborne systems. It provides guidance on 

integrating COTS/OSS into software development processes and ensuring their compliance with airworthiness requirements.
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What could be related standards…
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We asked workshop participants: Which OSS 

projects should be considered?
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Open Discussion!



Discussion points

● What (else) to consider?

● Are we missing something?

○ Communities?

○ Technology?

● Is it over-engineering?

● What are the biggest risks?

● Which skill sets do we need

to make it a success?
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