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Linux in Safety Critical Systems

“Assessing whether a system is safe,
requires understanding the system sufficiently.”

~ Understand Linux within that system:context
and how Linux Is used In that system.

~. Select Linux components and features
that can be evaluated for safety.

. ldentify gaps that exist where more ‘work is.needed
to evaluate safety sufficiently.
BEL[5A
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critical OS has:

« Large Development Ecosystem time Capabilities

o Multi-Core NDQG B ; : L
‘o Unmatched Hardware-Suppor |
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Can these differences be tackled?
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STOP - Limitations! The collaboration ... CONS TGN =

e cannot engineer your system to be safe.

e cannot ensure that you know how to apply
the described process and methods.

e cannot create an out-of-tree Linux kernel g
for safety-critical applications. = 1}
(continuous process improvement argument!)

o cannot relieve you from your responsibilities,
legal obligations and liabllities.

But... | N——
ELISA provides a path forward and peers to collaborate with!
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"The mission of the project is
to define and maintain ’A

Linux-based, safety-critical syste
amenable to safety certification.”
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Working Groups (WGSs) - Verticals

Aerospace
@ﬂﬂf]ﬂa

Automotive

1 BOSCH
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Medical Devices
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OpenAPS elements

1. Continuous
glucose monitor
. Computer

. Battery
. Radio stick
. Insulin pump
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ELISA Working Groups - Fit in an exemplary system @

e Linux Features, Architecture and
Code Improvements should be
Integrated into the reference system
dll’eCﬂy Other
(RT)OS
GRABE™TIVE o Zephyr’ :
~e— Linux
Features

e Tools and Engineering process
should serve the reproducible product

creation.
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e Medical, Automotive, Aerospace and Tool Investigation &
Code Improvement
future WG use cases should be able to b
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strip down the reference system to their g EU SA
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Interaction with other communities (outside of ELISA)

e Open source projects focusing on safety-critical analysis

\

e Open source projects with safety-critical relevance

and comparable system architecture considerations
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“If you have an apple and | have an
apple and we exchange these apples

then you and I will still each have

But if you have an idea and | have an
idea and we exchange these ideas,

then each of us will have
— George Bernard Shaw
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Static Partitioning with Xen, LinuxRT, and Zephyr:
a concrete end-to-end example O 0)
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e Plain and.native from source

e Using docker container

ELISA (Build) Server Yocto SSTATE

« With cached build using SSTATE b = —— yocto

[ o] PROIJECT

GitLab Cl Runner QEMU image

o Download binaries directly from build server
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Static Partitioning with Xen, LinuxRT, and Zephyr:
a concrete end-to-end example

Stefano Stabellini
Embedded Linux Conference 2022
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Ongoing... & Next Steps

/ / SBOM generation for Linux (later whole system).

=N

{

Reproduction of the Xen + Zepyhr + RTLinux demo
on Xilinx hardware and the documentation of it.

Adding AGL, APERTIS or CIP reference as Linux
domain.

Bringing the demo from ZCU102 to alternative
~ “community hardware” with lower cost.
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- Safety Architecture Workgroup: safety-architecture@list
~ . . 7 > -‘6 o . - ‘
o  Open-Source Engineering Process WG 0sep(@11SISTE

A
o  Linux Features for Safety-Critical Syster‘ls ' Msm.eli%&tech
o Medical Devices Workgroup: medicaiie refisaitech
: o Automotive Workgroup: automotive@Iists.e!isa.tec? ! "gﬁ

o  Systems Workgrdupa system8@ ists.elisaitach

o (Full I;%t at: https:}Iisits.elisa.tech/qllinux-features/subqroups)

e Contribute content, review materials and add your comments to:
o  ELISA Technical Community Google Drive:
https://drive.google.com/open?id=1YBUwqgtSVEDEZ|pReOCBClibdtXPgDwIG
o ELISA github repository: https://github.com/elisa-tech/workgroups
o ELISAgithub issue'tracker: https://github.com/elisa-tech/workgroups/issues

o  “Final location” for (Architecture/Process/...) Documentation on kernel:
https://qit.kernel.org/pub/scm/linux/kernel/qgit/torvalds/linux.git/tree/Documentation
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