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Whoami — Nicole Pappler ClsAFeTY
Founder and Safety Consultant at AlektoMetis

Professional History:

Been working in production maintenance, automotive, ECU software development
All my projects had some safety criticality

Started to focus on Functional Safety about 15 years ago

Currently:
Tech consulting as part of AlektoMetis
Supporting my customers regarding Functional Safety, Security & compliant use of open source
Involved in some open source projects:
Zephyr (Functional Safety Manager)
ELISA (Medical & Systems Group)
FuSa for SPDX Profile Group

OpenChain (39 party certification with TOV SUD)

What else?
Contact handle at GitHub, Discord, etc: @nicpappler

I SPDX
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About SPDX SAFETY

System Data Package Exchange

e Open standard, providing a format to describe software in both machine and
human readable way
e Communicate SBOM information, including provenance, license, security, and
other related information
e SPDX2.3->ISO/IEC 5962:2021,
e SPDX 3.0 currently on the way to become and ISO/IEC standard
e SPDX Project consists of the
o SPDX Specification,
o SPDX License List, and
o SPDXtools and libraries

I SPDX
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= SPDX

pecification

Annotation

+ annotationType: AnnotationType[1]
+ statement: xsd:string[0..1]

+ contentType: MediaType[0..1]

Relationship

+ relationshipType: RelationshipType[1]

+

0..1]

+ startTime: DateTime[0..1]

+ endTime: DateTime[0..1]

Agent Element
+ spdxId: xsd:anyURI[1] < subject
? + name: xsd:string[0..1]
I 1 1 + summary: xsd:string[0..1] <
Person Organization SoftwareAgent
¥ iption: xsd:string[0..1] T fromr =
- to .
+ comment: xsd:string[0..1] -
+ creationlnfo: CreationInfo[1]
Tool
> + verifiedUsing: IntegrityMethod[0..*]
+ externalRef: ExternalRef[0..*]
+ externalldentifier: Externalldentifier[0..*]
element_‘
Artifact + extension: /Extension/Extension[0..1]

+ originatedBy: Agent[0..%]

+ suppliedBy: Agent[0..1]

+ builtTime: DateTime[0..1]

+ releaseTime: DateTime[0..1]

+ validUntilTime: DateTime[0..1]
+ standardName: xsd:string[0..*]

+ supportLevel: SupportType[0..

ElementCollection

+ profileConformance: ProfileldentifierType[0..%]

[

SpdxDocument

Bundle | ‘ LifecycleScopedRelationship |

+ import: ExternalMap[0..*]

+ datalicense: /SimpleLicensing/AnyLicenselnfo[0..1]

+ namespaceMap: NamespaceMap[0..*]

f

Bom

+ context: xsd:string[0..1] ‘ + scope: LifecycleScopeType[0..1] ‘

Simple Data Types J

SPDX

SAFETY

Licensed under CC-BY-SA-3.0
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SPDX 3.0 Specification

Core

SPDX

SAFETY

+ suppliedBy: Agent[0..1]

+ builtTime: DateTime[0..1] SpdxDocument

+ import: ExternalMap[0..*]
+ releaseTime: DateTime[0..1]

+ dataLicen:

Annotation
] + annotationType: AnnotationType[1]
Agent Element ”
> + statement: xsd:string[0..1]
+ spdxld: xsd:anyURI[1] < subject
+ contentType: MediaType[0..1.
? + name: xsd:string[0..1] v vpel0..1]
l ! ! + summary: xsd:string[0..1] < Relationship
Person l Organization | | SoftwareAgent
‘ ‘ + description: xsd:string[0..1] [T from =] + relationshipType: RelationshipType[1]
L + comment: xsd:string[0..1] = il . 0..1]
+ creationlInfo: CreationInfo[1] + startTime: DateTime[0..1]
=
D+ ifiedUsing: Integri ..*] + endTime: DateTime[0..1]
‘ + externalRef: ExternalRef[0..%] <+ ElementCollection
+etemalldentifiers Externalldentifier{0:.%} *| + profileConformance: ProfileldentifierType[0..*]
. . element_‘
Artifact + extension: /Extension/Extension[0..1]
[ NOT
+ originatedBy: Agent[0..%] ikt

: /SimpleLi

[0..1]

+ validUntiTime: DateTime[0..1]

+ standardName: xsdistring[0..*]

+ supportLevel: SupportType[0..*] IndividualElement

I SPDX

+ namespaceMap: NamespaceMap[0..*]

1 ——

Bundle LifecycleScopedRelationship

+ context: xsdistring[0..1] | | + scope: LifecycleScopeType[0..1]

Bom

Simple Data Types J
‘ DateTime

Element:

Basic class, includes
e.g. information on
- Creation (who,
when)
- ID, name
- description

Licensed under CC-BY-SA-3.0
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Core

I SPDX

SPDX 3.0 Specification

SAFETY

Annotation
+ annotationType: AnnotationType[1]
Agent Element ”
¥ B + statement: xsd:string[0..1]

+ spdxId: xsd:anyURI[1] n subject:

? N irstring[0it] + contentType: MediaType[0..1]
+ name: xsd:string[0..

: ! + summary: xsd:string[0..1] < Relationship

Person I Organization SoftwareAgent
‘ I ‘ + description: xsd:string[0..1] %73, from + | + relationshipType: RelationshipType[1]
+ comment: xsd:string[0..1] 1.* i . ionshi 0..1]
+ creationInfo: CreationInfo[1] + startTime: DateTime[0..1]
|
5] + verifiedUsing: Integri hod[0..] + endTime: DateTime[0..1]
‘ + externalRef: ExternalRef[0..*] <+ ElementCollection
+ externalldentifier; Externalidentifier{0..*] > *| + profileConformance: ProfileldentifierType[0..*]
. element‘_‘
Artifact + extension: /Extension/Extension[0..1]
I NOT
+ originatedBy: Agent[0..*] NOT
+ suppliedBy: Agent[0..1] = ls
SpdxDocument

+ builtTime: DateTime[0..1]

+ import: ExternalMap[0..%]
+ releaseTime: DateTime[0..1]

+ dataLicense: /SimpleLi

+ context: xsdistring[0..1] | | + scope: LifecycleScopeType[0..1]

+ validUntilTime: DateTime[0..1]
+ namespaceMap: NamespaceMap[0..%]
+ standardName: xsd:string[0..*]

+ supportLevel: SupportType[0..*] IndividualElement

[0..1] T

Bom

Simple Data Types J
‘ DateTime

Relationship:

Class describing
dependencies, like

- hasEvidence
hasSpecification
- hasTest

e | | weaaeseomananonne AN DE COMplete or

incomplete
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SPDX 3.0 Specification ClsaFeTY

Core

Core prof ’

Annotation c t'
] + annotationType: AnnotationType[1] gen o
Agent Element ”
> + statement: xsd:string[0..1]
+ spdxld: xsd:anyURI[1] « subject:
1 -
+ contentType: MediaType[0..1
? + name: xsdistring[0..1] e iaTypel0..1] P O 0 t.
L ! . + summarys xedistring[0..1] < Relationship erson, Vrganisation,
Person | ] Organization SoftwareAgent
| + description: xsd:string[0..1] e o = | * relationshipType: RelationshipType[1] S ﬂW r A nt (t I
N e e — . o o ortwareAge (0]0] 8
+ comment: xsd:string[0..1]
.
+ creationlnfo: CreationInfo[1] + startTime: DateTime[0..1] pt t
= script, etc.
D+ ifiedUsing: Integri ..*] + endTime: DateTime[0..1]
‘ + externalRef: ExternalRef[0..*] <+ ElementCollection
+ externalldentifier: Externalldentifier[0..*] = + profileConformance: ProfileldentifierType[0..*]
. element_‘
Artifact + extension: /Extension/Extension[0..1]
L NOT
+ originatedBy: Agent[0..*] NOT
+ suppliedBy: Agent[0..1] = ls
+ builtTime: DateTime[0..1] SpdxDocument | Bundle LifecycleScopedRelationship
+ import: ExternalMap[0..] + context: xsd:string[0..1] | | + scope: LifecycleScopeType([0..1]
+ releaseTime: DateTime[0..1]
+ datalicense: /SimpleLicensing/AnyLicenselnfo[0..1] T
+ validUntilTime: DateTime[0..1]
+ namespaceMap: NamespaceMap[0..*] Bom

+ standardName: xsdistring[0..*]

L Simple Data Types J
+ supportLevel: SupportType[0.. IndividualElement
‘E

= SPDX
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SPDX 3.0 Spec

Relationships

= SPDX

Core Enumeramn#

Meta altDownloadLocation
amendedBy. (Element -> Element] altWebPage
describes (Element -> Element] binaryhrtifact
modi fiedBy [Element -> Element] ower
other [Element -> Element] (coment) | | buildMeta
buildSystem
structure certificationReport
contains [Element -> Element] chat
componentAnalysisReport
Behavioral documentation
configures [Element -> Element] dynamicAnalysisReport
delegatedTo [Element -> Element] eol¥otice
dependsOn [Element -> Element] exportControlAssessment
funding
Pedigree issueTracker
copiedTo (Element -> Element] license
expandsTo (Artifact -> Artifact] mailingList
generates (Artifact -> Artifact] mavenCentral
hasAddedfile [Element -> Element] metrics
hasDatafile (Element -> Element] o
hasDeletedfile {Element -> Element] nuget.
other
privacyAssessment
ancestorOf [Element ~> Element] productMetadata
availableFrom [Element -> Element] purchaseOrder
descendantOf [Element -> Element] qualityAssessmentReport
variant [Artifact -> Artifact] releasehistory
releaseNotes
serialization riskRasessment
1ali tifact -> Artifact] runtimeAnalysisReport
secureSoftwareAttestation
Build securityhdvisory
hasDependencyMani fest [Element -> Element] securityAdversaryodel
hasDistributionAztifact (Element -> Element] wacucibypix
hasDocumentation [Element -> Element] securityOther
hasDynamicLink [Element -> Element] securityPenTestReport
hasExample (Element -> Element] securityrolicy
haskost. (Build -> Element] securityThreatModel
hasInput (Build -> Element] socialledia
hasMetadata [Element -> Element] sourceArtifact
hasOptionalComponent [Element -> Element] staticAnalysisReport
hasOptionalDependency [Element -> Element] support.
hasOutpu [Build -> Element] ves
hasPrerequisite (Element -> Element] vulnerabilityDisclosureReport
hasProvidedDependency (Element -> Element] ey Vi loitabil
hasRequirement. [Element -> Element]
hasSpecification (Element -> Element]
hasStaticLink [Element -> Element]
hasTest. [Element -> Element]
hasTestCase [Element -> Element]
hasvVariant [Element -> Element]
invokedBy. (Element -> Agent] adler32
packagedBy [Element -> Element] blake2b256
patchedBy. [Element -> Element] blake2b384
usesTool [Element -> Element] blake2b512
blake3
Licensing crystalsbilithium
i SN Thc
h e [ ifact -> In falcon
md2
security mdd
atfects [Vulnerability -> Element] mdS
(Vulnerability -> Element] nd6
loi (Vulnerability -> Agent] other
£ixeds; [Vulnerability -> Agent] shal
£oundBy (Vulnerability -> Agent] sha224
(vl ility -> Element] sha256 [default]
h 3 lity [Artifact -> Vulnerability) sha3gd
blisheds; {val -> Agent] sha512
(Vulnerability -> Agent] sha3_224
republishedsy [Vulnerability -> Agent] sha3 256
i (v -> Element] sha3 384
sha3 512
AI/pataset =
hasEvidence [Element -> Element]
testedon [Element -> Element]
trainedon [Element -> Element]

other

packageUrl
securityOther

swid
urlScheme

RelationshipCompleteness

complete [default)

build
design
development
other
runtime
test

ProfileidentifierType
build
dataset
expandedLicensing
extension
lite
security

simpleLicensing
software

PresenceType

no
noAssertion
yes

SupportType

deployed
development
endOfSupport.
LimitedSupport
noAssertion
noSupport
support.

SPDX

SAFETY
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SPDX 3.0 Profiles

Examples

LA sAFeTY

I SPDX

Security Profile
Software Profile Goilii
[ Core/ Relationship |
Core/ Artifact Core/ B L T
Securty ponie J
L [ Core/ IntegrityMethod
( =
4 [+ corrmetonsvono: eemencsy le—— + publsnedTime: DateTime(0..1)
ks ) + modfiedTime: DateTime[0..1]
pe— T + wihdrawnTime: DateTime(0..1)
+ publishedTime: DateTme(0. 1]
BE——| F— —
SoftwareArtifact Soom I + modifiedTime: DateTime[0..1]

—

+ contentldentifier: Contentldentifier{0..*]
+ primaryPurpose: SoftwarePurpose0..1]
+ additionalPurpose: SoftwarePurpose[0..*]
+ copyrightText: xsd:string[0..1]

+ attributionText: xsd:string[0..

Package

+ packageVersion: xsd:string[0..1]
+ downloadLocation: xsd:anyURI[0..1)
+ packageUr: xsd:anyURI0..1]

+ homePage: xsd:anyURI[0..1]

+ sbomType: SbomType[0..*] ‘

Contentldentifier
+ contentldentifierType: ContentldentifierType(1]

+ contentldentifierValue: xsd:anyURI[1]

+ WithdrawnTime: DateTime{0..1]
CvssV2vuinassessmentRelationship
+ score: xsd:decmal(1]
+ vectorstring: xsd:string(1)
CvssVaVuinAssessmentRelationship
+ score: xsd:decmal[1]
+ severty: CussSevertyType(1]

+ vectorstring: xsd:string(1]

CussvavulnAssessmentRelationship
+ score: xsa:decimal(1]

+ severty: CvasSeverityType[1]

+ vexversion: xsd:string[0..1])

+ statusotes: xsd:string(0..1]

VexAffectedVulnAssessmentRelationship
+ actionStatement: xsd:string(1]

+ actionStatementTime: DateTime[0..1]

VexFixedvuinAssessmentRelationship.

VexNotAffectedVuinAssessmentRelationship
+ JustificationType: VexJustficationType(0..1]
+ ImpactStatement: xsd:string[0..1)

+ ImpactstatementTime: DateTime(0..1]

+ sourcelnfo: xsd:string[0..1] + vectorstring: xsd:string(1]
Enumerations ,
EpsavuinAssessmentRelationship
ContentIdentifierType ‘ + probabiity: xsd:decmai[1]
. + percente: xddecmat )
+ /Core/contentType: MediaType[0..1] + publishedTime: DateTime(0..1]
+ name: xsd:string[1] FileKindType
ExploitCatalogVulnAssessmentRelationship. Enumarstions
+ fileKind: FileKindType[0..1] + catalogType: ExploitCatalogType(1] CvssseverityType
SbomType ‘ + exploited: xsd:boolean{1]
+ locator: xsd:anyURI(1] ExploktCatalogType
s SoftwarePurpose SsvcVulnAssessmentRelationship ‘SsvcDecisionType
+ byteRange: PositivelntegerRange(0..1] o ———
+ lineRange: PositivelntegerRange(0..1] VexjustificationType.
+ snippetFromFile: File[1]

Licensed under CC-BY-SA-3.0
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SPDX FuSa

Goal:

To create a SPDX profile, based on
SPDX 3.0 that enabled the delivery of
the documents created in a safety
lifecycle to enable the automation of
building, exchanging and processing
safety evidences

I SPDX

SAFETY

Use Cases:

- Generation of the Safety Case
documentation

- Safety SBOM as exchange format
in the supply chain

- Integrating the build of the safety
documentation into the pipeline

Licensed under CC-BY-SA-3.0



Dependencies in a FuSa Project

SPDX

SAFETY

Requirements < Software Tests -~ Reports
Architecture & - Integration & Reports
Design Tests
Implementation Unit Verification & -— Reports
(Code) Tests
Component Tooling Eval &
Functional Safety Requirements Configuration Documentation QuaIFﬁcation / Validation & Qualification (Dev,
Management Plan Management Plan Management Plan Management Plan Supply Chain Assessment Verification, Build,
Deploy...)

I SPDX

Licensed under CC-BY-SA-3.0




FuSa documentation structure EAsAFeTY

All FuSa related documentation is part of the Safety Case!

Think of all these documents as part of the release - each document is part of the
Bill of Material, as is each screw, each microcontroller and each piece of software!

Verification
Analysis
Test
Evidences

Plans
Processes
Guidelines

Requirements
Specifications

[Z SPDX AlektoMetis
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.pdf, .docx, OMS
System,
Wikis

Plans
Processes
Guidelines

.pdf, .docx

[Z SPDX AlektoMetis

Zoo of lifecycle
management systems,

Code,
Build data,

executables
One or more

repos, git or svn
based

Requirements
Specifications

SPDX

Data Structure of current FuSa projects... Elsarety

Verification
Analysis
Test
Evidences

Zoo of lifecycle
management systems and
test tools,

.pdf, .docx, xls, html, code
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SPDX

Data Structure of current FuSa projects... EISArFeTY

.pdf, .docx, OMS
System,
Wikis

Code,
Build data,
executables

Plans
Processes
Guidelines

One or more
repos, git or svn
based

Verification
Analysis
Test
Evidences

Requirements
Specifications

Zoo of lifecycle
management systems,

.pdf, .docx Zoo of lifecycle

management systems and
test tools,
.pdf, .docx, .xls, html, code

I/ SPDX AlektoMetis
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SPDX

No 1 Safety Information Exchange Format ElSAreTy

Any guesses????

u s p Dx AlektoMetis Emoi by emoiidex


https://www.emojidex.com/emojidex/emojidex_open_license?ref=iconduck.com

SPDX

No 1 Safety Information Exchange Format ElSAreTy

ALL MODERN DIGITAL
INFRASTRUCTURE

N

r B

a1

( o)

I SPDX AlektoMetis e
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SPDX

No 1 Safety Information Exchange Format ElSAreTy

ALL MODERN DIGITAL

INFRASTRUCTURE
r B
1

draft_2005TemplateSafetyCase_thisproject_final_forTraceingv06.xls

—

( o)

2 SPDX AlektoMetis o



https://www.emojidex.com/emojidex/emojidex_open_license?ref=iconduck.com

core protie )

+

+

Element
spdxid: xsd:anyURI[1]

name: xsd:string[0..1]

Annotation

+ annotationType: AnnotationType[1]

+ statement: xsd:stringl

1

+ contentlype: MediaType(0..]

summary: xsd:string(0..1]
—————— "

description: xsd:string[0..1] T <] + relationshipType: RelationshipType[1)
D

comment: xsd:string[0..1] .- *] + completeness: RelationshipCompleteness[0..1]

Artifact +
+ originatedsy: Agent(0..]

+ suppliedBy: Agent(0..1]

+ bulltTime: DateTime{0..1]
+ releaseTime: DateTime(0..1]

+ vallduntiTime: DateTime(0..1]

+ standardName: xsd:string[0..*]

+ startTime: DateTime(0..1]

+ endTime: DateTime[0..1]

+ creationlnfo: Creationlnfo[1]
=
[© + .
+ extemalRef: .
+ extemalidentifier: Externaildentifier{0. [T ouetemen—)

+ profileConformance: ProfileldentifierType{0..*]

extension: /Extension/Extension(0..1]

EAsAFeTY

SpdxDocument

Bundle LifecycleScopedRelationship

+ import: ExternaiMap(0..*]
+ datalicense: /SimpleLicensing/AnyLicenselnfo[0..1]

+ namespaceMap: NamespaceMap(0.

+ context: xsd:string[0..1] | | + Scope: UfecycleScopeType(0..1]

I SPDX AlektoMetis

Simple Data Types

core Enumeramn’

altpounloadiocation other
anendeday (Element -> Element] altuebPage review
describes (Elenent > Zlement] binaryreicace L
modi eiedny (Element -> Element] bower &
other [Element -> Element] (comene) | | buildieta ‘ExternalidentifierType.
buildsysten
Seructure certificationReport cpe22
contains (Element -> Element] chat cpe23
componantAnalysisRepozt eve
Benavioral documentation amail
(Elemant -> Element] dynami chnalysiafeport getoid
(Element -> Element] eoltotice other
(Element -> Element] exportControlAssessment packageus1
funding Securityother
g issueTracker suhi
copiedto (Element -> £1 Licans swid
expandsTo (Artifact -> Artifact] mailingList urlschene
rate (Artifact > Artifact] mavenCentral
hasAddedfile [Element -> Element] metrics N
hasDatafile (Element. -> Element] e
hasDeletedfile (Blenent. -> Element] uget BelationshipCompleteness
iy o e (st
St (Elenent > Element] Sl S
availableFrom [Element -> Element] purchaseorder s i
descendantof (Elenent > Slement] qualityAssessmentReport
vaziant (Artifact -> Actifact] releasenistory
releaseNotes LitecycleScopeType
sertalization riskhasessment |
serializedlnnrtifact  [SpdxDocument -> Artifact] runtineAnalysisReport build
securesoftuarehttestation design
Butld developnent
hasDependencyMans fest (Element -> Element] other
hasDistributionhrtifact (Element -> Element] runtine
ocunentatio (Element -> Element) curityother test.
asDynamicLink (Element -> Element]
hasExample (Element -> Element] securityrolicy
Hos: Build -> Elenent] securityThreatiodsl ProfileidentitierType
hasInput (Build > Elenent) socialtedia
hasietadsta (Element -> Element] sourcenrtifact i
hasoptionalConponent (Blement -> Element] ataticanalyaaneport build
hasoptionalbependency (Element. -> Element] fa cors
hasoutput. (Build > Elenent] B dataset
hasrerequisit (Element. -> Element] St
hasProvidedDependency (Element -> Element] vulnerabilityExploitabilitynssessment | | extension
hasRequirene: (Elenent. -> Element] lite
hasspecification [Elenent -> Element] securits
hasstaticLink (Blenent -> Element] L simpleLicensing
hasTest (Blement -> Element] softuare
hasTestCase (Elenent -> Element] Hashalgorithm
hasVariant [Element -> Element]
invokeday (Element. -> Agent) adlers2
packagedBy [Element -> Element] blake2b256 PresenceType
patchedsy (Element -> Element] blake2b384
usesTool [Element -> Element]) blake2b512 e
S nohasertion
Licensing exystalspilithion
s Lakyb £
hasDeal fact -> AnyLd faleon
a2 oS
Security mdd = i
(Valnerability -> Elenent] nds deployed
doesNotatfact (Valnerability -> Elenent] nde development
exploitCraatedsy (Vslnerability —> Agent] other endotsupport
fixedny (Vslnerability —> Agent] shal Linitedsupport
founday [Vulnerability -> Agent] sha224 noAssertion
hashssessnentFor (Vulnerability -> Elenent] sha256 (default] noSuppozt.
i Lity (Artifact -> Biliey) shatas aupport.
publishedsy (Valnerability -> Agent] ahas12 -
reportedsy (Valnerability -> Agent] sha3_224
ok iitaony [Vulnerability -> Agent] sha3 256
e i e e “havla0a
ahaa 512
AI/Dataset -
hasEvidence (Elenent -> Element]
testedOn [Element -> Element]
trainedOn [Element -> Element]

Licensed under CC-BY-SA-3.0



Generate SBOMS when the data is known - sPDX
9
by the projects CIsarery

@ Build SBOM

O Design SBOM

@ Deployed SBOM
@ Runtime SBOM

u s PDX Alektowicus
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Exchange SPDX Safety SBOMs

Evaluation & Implementation Build & Test

Design SBOM Build SBOM
Runtime SBOM

©s ? 9 @

>
< @@@
© 9 5

I SPDX AlektoMetis

SAFETY
Final integrated system

Deployed SBOM

@




SPDX SBOM

.

Safety Information Exchange Format?

-

I

N

i

SAFETY

ALL MODERN DIGITAL
INFRASTRUCTURE

... instead of inconsistent Spreadsheets, manual

o)

[Z SPDX AlektoMetis

import/export of half decent ReqlFs...

Licensed under CC-BY-SA-3.0



o

o

Functional Safety
Management Plan

I SPDX AlektoMetis

Requirements

hasSpecification

Dependencies in a FuSa Project*

N\

Architecture &
Design
~

Requirements
Management Plan

vidence [ @
hasTest
> Software Tests — Reports
asRequirement }
N
hasTest ( @ hasEvidenc:
| | Integration & @
| | Tests R
equirement \
N\ e N\
hasEvidence {
. hasTest . . . @ @
Implementation [ Unit Verification & Reports
(Code) L Tests p U
o
\ hasSpecifieation
hasSpecification @
Tooling Eval &
Configuration Documentation S?Jr;‘}:afic::r;etir:)tn / Validation & Qualification (Dev,
Management Plan Management Plan - Assessment Verification, Build,
Supply Chain Deploy...)

*Using SPDX 3.0 relationships.....

icensed undel



FuSa documentation structure

All FuSa related documentation is part of the Safety Case!
Think of all these documents as part of the release - each document is part of the
Bill of Material, as is each screw, each microcontroller and each piece of software!

Plans
Processes
Guidelines

I SPDX

Requirements
Specifications

SAFETY

Verification
Analysis
Test
Evidences

Licensed under CC-BY-SA-3.0



Zephyr Requirements Management ClsAFeTY

Requirements Management Knowledge Model

Safety Committee View «

hyr Component Design

*prototyping with SPDX 2.3 relationships
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Code

Zephyr Safety Dev

Y

SPECIFICATION_FOR )

SPECIFICATION_FOR

Dependencies of Safety Plan, Safety Claim, Req, Design and

Plan

PECIFICATION_

Zephyr
Requirements
Management Plan

SPECIFICATION_FOR

n L]
- ] Coding Guidelines

u SPECIFICATION_FOR
Zephyr Verification n
Plan
n
n
n
n
Zephyr
Configuration & "
Change -

Management Plan n

REQUIREMENT_FOR

SPECIFICATION_FOR

SPECIFICATION| FOR

JUIREMENT_FOR M Software

I Requirements
>af6tY/' Specifications

I SPDX

EVIDENCE FOR
’??

ode review
(Static Analysis)

TEST_OF

Source
Code

TEST_OF

REQUIREMENT_FOR

Software
Component Design
Specifications

EVIDENCE FOR

Component Tests

Specification
file,
## requirements,
L__— architecture
<> source file
Static —
anaIySIS Tests, test
scan reports ?7? | scripts,
_— verification
n Evidence,
. reports
\/
Plans,
** Guidelines,
Process

Component

test reports

SPDX

SAFETY

______;______

*prototyping with SPDX 2.3 relationships
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Design SBOM to Source SBOM

Change -

SPECIFICATION| FOR Management Plan n

SPECIFICATION_FOR
- TEST_OF

\/ .
High Level REQUIREMENT_FOR
Requirement

REQUIREMENT_FOR EVIDENCE FOR
rst

Component Tests Component
test reports

SPDX

SAFETY

Specification
file,
o . . . - - - - - - - - - - - - - - - - - a - _— _— _— _— _— _— _— _— _— _— _— _— _— _— ## requ:_i‘rentlents,
architecture
. SPECIFICATION_FOR _EVIENCE FOR —
;’ CIF CATION FOR 7?
Zephyr Safety SPECIFIGATION" FOR
rlan Sbec) - B éephy_r Saf(e'fy) - ] Coding Guidelines ode review <> | sourcefle
verview (rst > ) Static _—
s (Static Analysis) analvsis
Y Tests, test
PECIFICATION_ SPECIFICATION_FOR L SPECIFICATION_FOR scan reports 27 | scripts,
Zephyr Verification g TEST_OF | verification
Plan .
Evidence,
Zephyr n il reports
Requirements . <> Source L
Management Plan Code
sk = Plans,
- Zephyr . ** Guidelines,
Configuration &

L__— Process

I SPDX *prototyping with SPDX 2.3 relationships
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Source SBOM to Build SBOM

SPECIFICATION_FOR I

-——————————

SPECIFICATION_FOR

Code review I

ON_FOR

Zephyr
B Verification Plan
B Zephyr
Configuration &

Change
Management Plan

REQUIREMENT_FOR

Codlng Guidelines

SPECIFICATION_FOR

SPECIFICATION_FOR

REQUIREMENT_FOR

(Static Analysis) I

- @

SAFETY

Specification
file,

Specification

Software Build
Chain

Source GENERATES
Code . >

TEST_OF

Component Tests

TEST_OF

REQUIREMENT_FOR

Integr. Test
Framework

Specification

4}

I SPDX

= —p p 2?2 |
I (Software
Requirements
. Software _ I Specification)
I Component Design
o Specifications I

L__-_________

Software Tests

## requirements,
L__— architecture

<> source file

Tests, test

SPECIFICATION_FOR ?? | scripts,

i
TEST_OF SPECIFICATION_FOR
' I Executable image

_— verification

1" Evidence,
reports

Plans,
Guidelines,

L__— Process

Executable
image

*prototyping with SPDX 2.3 relationships
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Dependency Identification on Component

| evel

SAFETY

Specification
file,
- - - - - - - a ‘o= L} —_— m— m— m— E— —_— com— e Em— @ ## requirements,
O L__— architecture
SPECIFICATION_FOR | SPECIFICATION_FOR o l
= =S ?? . . = Software Bund Integr. Test
o " — (Static Analysis) I Chain Framework <>| sourcefile
@ " I Specification Specificatign —
L ] ]
ON_FOR | SPECIFICATIGN_FOR : ! SPECIFICATION FOR oo | wos et
Il scripts,
— ? . TESTOF .,  SPECIFICATION_FOR Lo verihention
Verification Plan I - o
- I ecutable image Evid
; : 1| e
. I Source GENERATES —
Code >
[ ] I o ? Plans,
Zephyr . ** Guidelines,
Configuration & I @ I 2 L__— Process
Change - .
Management Plan = I SPECIFICATION_FOR o I TEST OF @ Q Executable
@ . TEST_OF ’ - image
o l ?
?REQUIREMENT FOI; I ?
- I REQUIREMENT_FOR Component Tests REQUIREMENT_FOR
w — » 27 ] o
I I (Software
4::F Requirements Software Tests
. Software ) I Specification)
I Component Design
| ] S . .
pecifications I
" L [} e fo==} _— _— _— — B fie—} _— _— o}

I SPDX

*prototyping with SPDX 2.3 relationships
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Dependency ldentification on Component Level

O---...-.

SPECIFICATION_FOR 1

-——————————

SPECIFICATION_FOR

ON_FOR

Zephyr
|:T/| Verification Plan
B Zephyr
Configuration &

Change
Management Plan

REQUIREMENT_FOR

- *% >
Coding Guidelines

SPECIFICATION_FOR

*%*

Code review

SPECIFICATION_FOR

—@

SPDX

SAFETY

Specification
file,

## requirements,
L__— architecture

Software Build Integr. Test
(Static Ana|YSIS)I Chain Framework <>| source file
Specification Specification —
! SPECIFICATION_FOR s
| ?? | scripts,
TEST OF SPECIFICATION_FOR L_— verification
i ecutable image n Evidence,
o reports
Source GENERATES ? —
Code
Plans,
** Guidelines,

TEST_OF

TEST_OF

REQUIREMENT_FOR

4}

I SPDX

REQUIREMENT_FOR Component Tests
w —> | 2? i
I (Software
Requirements
. Software ) I Specification)
I Component Design
| ] . .
Specifications I

L______-__-__

Software Tests

L__— Process

Executable
image
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Dependency ldentification on Component Level

'-——

SPECIFICATION_FOR 1

SPECIFICATION_FOR

B

ON_FOR

Zephyr
[::::] Verification Plan
B Zephyr
Configuration &

Change
Management Plan

REQUIREMENT_FOR

- *%
Coding Guidelines
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o)
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SPECIFICATION_FOR

'

Codg review

(Static Analysis) I

- —--@

SPDX

SAFETY

Specification
file,

Software Build
Chain

Specification

Source GENERATES

Code

TEST_OF

TEST_OF

REQUIREMENT_FOR

Integr. Test
Framework

Specification

4}

I SPDX

REQUIREMENT_FOR Component Tests
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I (Software
Requirements
. Software ) I Specification)
I Component Design
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Specifications I

L_________-__

Software Tests
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Dependency Identification on Component Levell SAFeTY

'-——

SPECIFICATION_FOR 1

SPECIFICATION_FOR

B

ON_FOR
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[::::] Verification Plan
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Configuration &

Change
Management Plan
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SPECIFICATION_FOR
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I SPDX

L_________-__

Software Tests
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Dependency Identification on Component

° SPDX
Level LA sAFeTY

O

SPECIFICATION| FOR

I SPDX

Change -
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\ TEST_OF
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Dependency ldentification on Component
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I SPDX
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Content for SPDX 3.1 LAsAFeTY

- Requirements Class
- Verification Class
- traceToDetail entry to Relationship Types to connect hierarchies of requirements

- Evidence Class & new Relationship Class for evidences

E . Licensed under CC-BY-SA-3.0



o

o

Functional Safety
Management Plan

I SPDX AlektoMetis

Requirements

hasSpecification

hasTest

Architecture &
Design

hasTest

Dependencies in a FuSa Project
RC SPDX 3.1

~

Implementation
(Code)

hasTest

Tests

| Unit Verification &

hasSpecification \

Requirements
Management Plan

Configuration
Management Plan

i

Integration &

Documentation
Management Plan

Component
Qualification /
Supply Chain

hasSpecifi

Reports
hasEvidence @
Reports U
tion
Tooling Eval &

Validation &
Assessment

Qualification (Dev,
Verification, Build,
Deploy...)
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Recent updates on the model

Element

Rogquromont

Roquirementercaton

+ core/Elementspaxid
+ core/Elementname

+ core/Elementicreatorinto

+reqitementUID : Contnticentir (0..1]

+ DevLleCyclaStage: LiecycescopeType (0.
+requrementTon g sting (1]
+requrementContext: RequrementContext (0. 1]

+ requirementNote:xsdstrng (0. 1)

+ core/Element: verfieaUsing: negriyMiethod 0. °]

+vericatonUID : Contentidentiier [0..1)
+voricatonBy: verticatonype [0.")

+ verfeatonConiext :verfcationContext .. 1)
+ verfcatonPretcondiions : xsdsting 0.]

+ verfeatonostconditons :xsdstrng [0.7)
+veites : Roguremant [1.7]

+ verfeatonNote:xsdisnng [0.. 1)

RegurementContext

VerifcationContext

+roguiremontamespace: xsdtrng [0..1)

+voricatonNamespace: xsdsting 0..1]

+contextOrign: Specifcation 0..1]

+ contextOrigi: Spociicatn [0..1)

Evidence.

+ avidencaType: EvdenceType 0. 1]
+ evidenceUID : Contentidentier [0.1]

+ evidenceStatement : evdenceRlesuType 1]

+ evidenceRatonale: xscstrng (1]

enum: verfcationType
Revew

Inspection

Anaysis

Test

Demonsiaton

Assessment

Aust

oner

enum: EveinceTypo enum: EvdencoRosuitlype
Report pass

Log i

Racordng incompieto

Ooservaton undetinad

over over

< SPDX AlektoMetis
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[ —
P -]
JUST—————

e
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R ——
i Comte .1
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N ——

[ —

e ————]
sy vt 1

s xssong 0.1
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s vencanonype. arum: RastansngType |

T S

+ bt e et 1

EAsAFeTY

oo asEacaes. -
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o Emseenos o Emsensspe
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o nesary oo
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Classes for WPs - REQUIREMENT ElsAFeTY
RC SPDX 3.1

Determining factors and assumptions:

Requirements

el . _ _ . .
Specifications e Arequirement describes a functional, non-functional or design need

placed on an item (HW, SW, system, whatever can be the product)

e There are different sources of requirements

e Atomic REQUIREMENTS entities can be packaged to Requirement sets
that then can become part of specifications = no new class needed, use
existing SPDX functionality to bundle requirements to represent
specifications

I SPDX
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https://en.wikipedia.org/wiki/Requirements_engineering#:~:text=Requirements%20engineering%20(RE)%20is%20the,systems%20engineering%20and%20software%20engineering.

RC SPDX 3.1

Requirements
Specifications

I SPDX

REQUIREMENT class

Classes for WPs - REQUIREMENT

Element

Requirement

+ core/Element/spdxID

+ core/Element/name

+ core/Element/creationinfo

+ core/Element: verifiedUsing: integrityMethod [0.. *]
+ requirementUID : Contentldentifier [0...1]

+ DevLifeCycleStage: LifecycleScopeType [0...*]

+ requirementStatement : xsd:string [1]

+ requirementRational: xsd:string [0.. 1]

SPDX

SAFETY
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Not all in 3.1

Requirements

Specifications

I SPDX

SPECIFICATION
Item 1
Item 2
Item 3
contains
Requirements Set
Item 1
Item 2

REQUIREMENT - relationships

Requirement (Level++)

hasRequirement implementedBy

Task

Requirements Set
contains a list of requirements of the same level, e.g. all
system level requirement or all unit level requirements

contain

See details in the draw.io

Requirement
+ Requirements
+ core/Element/spdxID eq
createdby———» Item 2
+ core/Element/name
‘OR modifiedB) »| ltem 3
+ core/Element/creationinfo Sl
+ verifiedUsing: 0.7
+ requirementUID : Contentldentifier [0...1]
z 2 Agent
+ DevLifeCycleStage: LifecycleScopeType [0..."]
+
+ requirementStatement : xsd:string [1]
createdby——> yom »
+ i ontext : i ontext [0.. 1]
OR modifiedB;
) ) PR —> tom 3
+ requirementNote: xsd:string [0.. 1]
hasRequirement ™PlementedBy invokedBy
Requirement (Level --) Test
Item 1 *
——hasTest——>
Item 2 Item 2
Item 3 Item 3
implementedfasRaquirement hasEvidence
SoftwareArtifact
Item 1
Item 2
Item 3

SPDX

SAFETY

hasOutput

Evidence

(e.g. a test report)

Item 2

Item 3
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https://drive.google.com/file/d/1BF54mLxXC-TgGO2pJj0rkcBce0fWP2yQ/view?usp=sharing
https://drive.google.com/file/d/1BF54mLxXC-TgGO2pJj0rkcBce0fWP2yQ/view?usp=sharing

Verification
Analysis
Test
Evidences

I SPDX

Classes for WPs - VERIFICATION

RC SPDX 3.1

SAFETY

Determining factors and assumptions:

e There are different types of verifications, eg.

o Test
o Review/Inspection
o Analysis

o Demonstration
e \Verification means we have a PROCESS how to do VERIFICATION and some
evidence that this verification was performed and what were the environmental and
runtime conditions of these tests
e While the verification PROCESS is a process that can be defined using the
PROCESS class, a test case/suite/checklist looks very much like a
REQUIREMENT, but not exactly

= need class for VERIFICATION specification to have something that describes test
cases

Licensed under CC-BY-SA-3.0



Classes for WPs - VERIFICATION LAsAFeTY
RC SPDX 3.1

|
Verification
Analysis
Test
Evidences

Element

enum: verificationType
Review
Inspection
RequirementVerification Analysis
+ verificationUID : Contentldentifier [0...1] Test
+ verificationBy: verificationType [0.."] Demonstration
+ verificationPretconditions : xsd:string [0.."] Assessment
+ verificationPostconditions : xsd:string [0.."] Audit
+ verificationRationale: xsd:string [0.. 1] other

B . s Licensed under CC-BY-SA-3.0



RC SPDX 3.1

Requirements

Specifications

I SPDX

Req and Ver - Relationships

Element ‘
Requirement
+ core/Element/spdxID
+ core/Element/name
RequirementVerification

+ core/Element/creationinfo Verif

Verifadey +verificationUID : Contentidentifer [0...1]
+ verifiedUsing: i

+ requirementUID : Contentidentifier [0...1]
+ DevLifeCycleStage: LifecycleScopeType [0..."]
+ requirementStatement : xsd:string [1]

+ requirementRational: xsd:string [0.. 1]

traceToDetail

L1

Requirement’
+ core/Element/spdxID
+ core/Element/name
+ core/Element/creationinfo
+ core/Element: verifiedUsing: integrityMethod [0.. *]

+ requirementUID : Contentldentifier [0...1]

+ DevlLifeC Li Type [0..."]

+ requirementStatement : xsd:string [1]

+ requirementRational: xsd:string [0.. 1]

N

+ verificationBy: verificationType [0.."]
+ verificationPretconditions : xsd:string [0..*]
+ verificationPostconditions : xsd:string [0.."]

+ verificationRationale: xsd:string [0.. 1]

SPDX

SAFETY
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Classes for WPs - EVIDENCE LAsAFeTY
RC SPDX 3.1

Determining factors and assumptions:

e EVIDENCES are created based on a PROCESS with a ProcessType for
verification
e EVIDENCES are created applying TASKs by an Agent
e EVIDENCES attest a certain level of compliance of
o atested item (code) with its acceptance criteria (requirement),
using the test process and
e EVIDENCES are highly coupled with VERIFICATION

Evidence
(test reports,
build logs,
etc.)

I SPDX
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RC SPDX 3.1

Evidence
(test reports,

build logs,
etc.)

I SPDX

EVIDENCE class

| Element

EvaluationResult

+ evaluationResult: EvaluationResultType
+ evalutationRationale: xsd:string [1]

+ evalutationBasedOn: requirementVerification [1]

Classes for WPs - EVIDENCE

Relationship

EvidenceRelationship

EvaluationResultType
pass
fail
inconclusive

from

+ relationshipType: "hasEvidence”

+ evidenceUUID : xsd:anyURI[0..1]

+ evidenceType: EvidenceType [0.. 1]

SAFETY

Elementtype Work Product

enum: EvidenceType

Report

Log

Recording

Observation

other
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A few things in the pipeline... LlsArFeTY
Pushed to SPDX 3.2

- Product line engineering - Product configuration, calibration etc.
- Task and Process
- Agent: Types, Qualifications etc.

I SPDX
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REQUIREMENT & product line engineering Bl sareTy

Pushed to SPDX 3.2

. List
Requirement
+ requirementsUID : Laner > ftem 1
ReqUIrementS tioninfo: Creationinfo [1] + Features? Applicability ?
- - + creationinfo: Creationinfo
Specifications Htem 2
+ devStage: S ( Exam ple .
.
. ) Item 3
+ requirementsStatement : xsd:string [1]
Requirement 1: The VEHICLE_TYPE vehicle with ENGINE_TYPE shall
+ verifiedUsing: integrityMethod [0.. *] have a TRANSMISSION_SYSTEM between engine and wheels
validFor 0 .
+ requirementsLevel : RequirementLevel [0.. 1] Requirement 2:
+ supportedrequirementCriticality : xsd:string [0.. *]
validFor Features-applicability FA1:
+ comment: xsd:string [0.. 1] . Y
validFor validFor VEHICLE_TYPE: small; medium, large

validFor
Features-applicability FA2:

TRANSMISSION_SYSTEM: manual, automatic, fixed
Feature-applicability FA3:

U ] BEV, PHEV, FUEL
|
|
L

Qpéb‘.‘ Feature-Element Product Configuration 1:
| spdxID: xsd: ényUHIH T
,,:épdeD: xsd: anyURI[1 SuperNewVehicle: FA1:small, FA2:fixed, FA3:BEV
Product Line Element ‘ H H
Configuration Element

Instance of Features:
Table with actual values for Features in Reauirements

Comes from the software artifact, defines the actual configuration of feature
elements

I SPDX
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Plans
Processes
Guidelines

I SPDX

Classes for work products - TASK and Process EASAFETY
Pushed to SPDX 3.2

Determining factors and assumptions:

e we can generalize what it is a plan, process or guideline as a set of things, that can
be done/performed = TASKs

e APROCESS isalist of TASKS,

e While a PLAN will look very much like a PROCESS, a PLAN is a project specific
instantiation of a PROCESS

e There are alot of PROCESS types, e.g. for software it can be things like,
dev-process, test-process, build-process, assessment-process etc

e Inthe definition of IEC 61508, there are requirements for systematic capability,
which in the engineering reality translate to process and methods, and therefore
these “requirements for systematic capability” -

TASK class includes everything process, plan or guideline, as these types of
documents always look the same

Licensed under CC-BY-SA-3.0



Pushed to SPDX 3.2

TASK

(@)

O O O O O

I SPDX

Other classes - TASK LAsAFeTY

Determining factors and assumptions:

e A TASKIs a specific unit of work that contributes to the completion of a
project or an item

e TASKSs can be of different types

e Need at least the content of ELEMENT

e AnTASKasaminimum needs:

An Objective what the tasks aims to achieve
Preconditions and necessary inputs, resources
An Agent (human, tool) with assigned ROLE
Completion Conditions, Definition of Done

Optionally an environment and its configuration needed to perform the task
Optionally supporting information
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Pushed to SPDX 3.2

TASK class

Classes for work products - TASK

Element

TASK

Element

+ spdxID: xsd: anyURI[1]

+ name: xsd: string[0.. 1]

+ summary: xsd:string[0.. 1]
+ description: xsd:string[0.. 1]
+ comment: xsd:string[0.. 1]

+ creationinfo: Creationinfo [1]

+ verifiedUsing: integrityMethod [O.. *]

+ externalRef: ExternalRef[0.. *]

+ externalldentifier: Exeternalldentifier[0.. *]

+ extension: /Extension/Extension|0...

1]

Task

+taskUID :

+ taskType:

+ taskObjective : xsd:string [1]
+ description: xsd:string [1]

+ taskenvironment : xsd:string [0.. 1]

+ taskcompliantWith : xsd:string [0... 1]

+ taskmonitoredBy : xsd:string [0.. *]
+ taskInput : xsd:string [1]

+ taskOutput : xsd:string [1]

TASK

I SPDX

usesTool

SPDX

SAFETY

Tool

all properties from Element

configuredBy

SoftwareArtifact

+ toolConfiguration is
described by
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Element

SPDX

SAFETY

Classes for work products - AGENT
Pushed to SPDX 3.2
| AGENT class
AGENT
e
]
| |
Person ’ Organization SoftwareAgent
| Artifact

‘ + originatedBy: Agent[0..*]

I SPDX

+ spdxid: xsd:anyURI[1]

+ name: xsd:string[0..1)

+ summary: xsd:string[0..1]

+ description: xsd:string[0..1]

+ comment: xsd:string[0..1)

+ creationInfo: CreationInfo[1]

+ verifiedUsing: IntegrityMethod[0..*]

+ externalRef: ExternalRef[0..*]

+ externalldentifier: Externalldentifier{0..*]

+ extension: /Extension/Extension[0..1)

i

i

1

11 1

RN
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Classes for work products - AGENT ClsAFeTY
Pushed to SPDX 3.2

AGENT class

- AGENT can be an actual person, a tool, script, infrastructure,
organization...

- For FuSa (and other dependability topics) the agents performing
tasks must have sufficient expertise/qualification

AGENT

QualificationType
Agent

+ qualifiedFor: RoleType [1]

+AgentType: agentType [1.. ] + qualificationLevel:

e e QualificationLevelTvpe [11
+ AgentQualification: QualificationType [1...*] o
+ qualificationCompleteness:

+ AgentQualificationVerified: qualificationCompletenessType [1]
QualificationVerificationType [0...11

+ qualificationEvidence: ExternalRef

(1]

I SPDX
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Plans
Processes
Guidelines

I SPDX

Agent properties - enums
Pushed to SPDX 3.2

Enums to describe roles and qualifications

QualificationLevelType (enum)

SAFETY

Role (enum)

Beginner
Advanced
Expert

Senior Expert
Genius

QualifiedSoftware

other

QualificationCompletenessType (enum)

Complete
Incomplete

other

QualificationVerificationType (enum)

Verified

Unverified

other

RequirementsEngineer
VerificationEngineer
SoftwareDeveloper
SoftwareGenerator
SoftwareDeveloper
Tester

SafetyAssessor
TaskCoordinator
ProcessPlanner
SafetyAnalysisModerator
SafetyEngineer
SafetyManager
RiskAnalyst
DeploymentManager

DeploymentTester

Licensed ur]
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Conclusions (so far) ClsAreTY

- Standardized, automated format to exchange safety case documentation

- Tailored SBOMs for design phase, dev phase (source SBOM), runtime and
deployed phase

- Reproducible impact analysis

- Tool agnostic information exchange

- Compliance as code approach

I SPDX
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... to be continued

Talk to us:
nicole@alektometis.com
kstewart@linuxfoundation.org
Mailing List

Weekly meeting Friday 18:00 CET/CEST P



mailto:nicole@alektometis.com
mailto:kstewart@linuxfoundation.org
https://lists.spdx.org/g/spdx-fusa
https://lists.spdx.org/g/spdx-fusa/calendar

Appendix




Task vs HW Action SAFETY
SPDX internals

Definition:
Task: a task is a specific unit of work that contributes to the completion of a project. E.g.
a planis created, code is changed, a test is specified, a test log is recorded

Action: something that is physically done to a physical object. E.g. a PCB s
manufactured, an ECU is mounted into a machine,

E . Licensed under CC-BY-SA-3.0



Task vs HW Action

SPDX

SAFETY

TASK

Task

+ taskUID : (

+ taskType:

+ taskObjective : xsd:string [1]

+ description: xsd:string [1]

+ taskenvironment : xsd:string [0.. 1]

+ taskcompliantWith : xsd:string [O... 1]
+ taskmonitoredBy : xsd:string [0.. *]

+ taskInput : xsd:string [1]

+ taskOutput : xsd:string [1]

ACTION
¢ |

Action

+ actionStartTime :DateTime [0..1]
+ actionEndTime : DateTime [0..1]

+ actionLocation :Location [0..*]

+ additionallnformation : DictionaryEntry[0..*]

+ [Core/Artifact/originatedBy : Agent [1]

T
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Task vs HW Action SAFETY

Example:

For a vehicle ECU, the hardware (PCB, housing, assembling of all of it) is manufactured, which is recorded by an ACTION.

The software that has been created to run on this ECU, has been created following work steps that are defined in TASKs. These
TASKSs define e.g. how a software requirement must be created, how it must be written, which tooling is needed. The code for the
software is created using TASKs that define how code is written (coding guidelines) and how it is managed in the config
management system (e.g. GitHub workflow)

The software is then tested, using test procedures also defined by TASKs. The way the test results are captured and evaluated is
also described in its TASKs.

Building the software and running the tests, as well as the creation of the Evidence artefacts for it, is all described by TASKSs, there
is no specific need for a Location, Duration or similar. The buildTime is already defined by ARTEFACT.

Once we talk about something physically being manufactured, location and duration will become interesting also for safety.

Corner Cases: Is flashing a binary to an ECU a TASK oran ACTION? What about downloading a binary to model to run on an
FPGA?
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