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"' Software Hash ID: you will not be able to live without it - Thomas Aynaud, CTO, Software Heritage
ELOA Propect

| ] I’'m a Software Heritage Ambassador

L Ve | i
F %/ since February 2026
(T)ERR.  coSEMINAR
pphca!ons
I’'m a contributor to the
Lighthouse OSS SIG 4 Software Hash ID: you will not be able to
since June 2025 live without it
m —{ | Thomas Aynaud’s ELISA webinar
9 ’g P t_%_J already provided a broad introduction
- T= about Software Heritage and SWHID

Now, let’s explore how Software Heritage and SWHID can support
the kind of OSS quality and best-practice assessment discussions |
we are having in ELISA.



https://elisa.tech/webinars/software-hash-id-you-will-not-be-able-to-live-without-it/
https://github.com/elisa-tech/lighthouse-oss/wiki
https://www.softwareheritage.org/ambassadors/

SWHID and Software Heritage: related,

but not the same
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V' ISO/IEC 18670:2025 standard

Software Hash Identifier
v/ Open standard, openly governed
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(v Content-based, persistent
intrinsic identifier

v Identifies exact software artifacts

v Can be used with or without
~ Software Heritage

@ Think: durable pointer to the actual artifact
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@ Think: preservation infrastructure )

Software Heritage

Universal archive of source code
Preserves code for long-term access

Reference catalogue to find and
retrieve software

Supports trust, reproducibility, and reuse -

Original home and major
implementation of SWHID
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The evidence lifecycle
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" 3 ¢ DURABLE REFERENCE 3

Identify the exact Anchor with SWHID
software artifact and Software Heritage

What good OSS
quality looks like

Collect and generate
evidence

Access, verify
and reuse with
= confidence

Best-practice frameworks Assessments, reviews, Determine precisely which Assign a SWHID (intrinsic, Evidence remains

and checklists define metrics, scans, SBOMs, artifact the evidence content-based identifier) accessible and verifiable

expected quality across logs, and other artifacts refers to: file, directory, and archive it in Software even if hosting locations

areas such as governance, provide evidence related revision (commit), release, Heritage to make the change or disappear.

security, licensing, to the practice. snapshot, or fragment. reference persistent, Enables reproducibility,

releases, and more. verifiable, and resolvable. auditability, and

long-term trust.

ENABLING INFRASTRUCTURE

<3% > SOFTWARE HERITAGE r\\ SWHID
L Ar Y Universal archive of source code. m) Intrinsic, content-based, persistent identifier
Preservation and long-term accessibility. A for software artifacts.

&
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=
/@ OUTCOME
\ j Best practices define what matters. SWHID makes evidence precise. Software Heritage keeps it meaningful over time.

S
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WHY IT MATTERS
7 Trust
Q Stronger, verifiable
evidence.

9 Traceability
G Clear links between

claims and artifacts.

Reproducibility
Q Results can be

reproduced and

validated.

% Resilience

References remain
usable despite
changes.
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The evidence question

P 1. This project has a ,
:; = documented release |

process.

. This release was
reviewed.

But which exact version?

. This source file

was reused. 1
. This SBOM identifies f

this component.

Wthh comm1t7

Wthh release artlfact"
Wthh file’

O

Legacy code is
everywhere in our
software.

Open source is
everywhere in our

software.

And 5 or 10 years from now:

Can we still refer to 1t’

Can we still retrieve it?

Evidence needs

durable anchors. Q )
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From best practices to durable evidence <t
PRACTl;(;,'E AREA SWHID CONTRIBUTION

<=
Ejr@ Release management | Release X was assessed Identify the exact release artifact
< / Ej Code review Review evidence for change Y Identify the exact revision or file
Licensing License scan result Identify the exact source artifact scanned
5:& SBOM Component listed in SBOM ~ Make the component verifiable
@’E Reuse Downstream uses upstream artifact Identify what was actually reused
69 Traceablhty Requirement/test/code relation Anchor trace links to stable artifacts

@ Best-practice evidence becomes stronger when it can be anchored to exact software artifacts.
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Example: SBOMs

|
|

/f —w PP ——— e ——————
1. SBOM entry 2 Question 3. Exact artifact
i
Component: curl : Whlch exact source artlfact" & 3
Versmn 8.5.0 | Official release? : Release / source tree
’ pURL: pkg:github/curl/ | Patched fork or ' | The actual artifact used
curl@curl -8_5_0 ' s
2l RS e
© © - - L] —
What is declared Names and versions What we need to
in the SBOM ! identify precisely

F

may not be enough

S

Wlthout durable anchors

% File paths change

are renamed

% Repositories move or

r
4. SWHID anchor

)

PPN

</> </

NAT
%

= o
5. Software Heritage

/f\
L kIIII

| ;origin=https:/github.com/curl/cur

(swh: 1:rel:55b5fafb094e. .. J
1

@ Preserves source code
over time

@ Content-based identifier
© Makes the component verifiable

® Complements pURL and
SBOM metadata

@ Helps retrieve the
artifact later

. ® Improves long-term

g auditability and
provenance

|

574 N

S —

{
!

' 3 Trace links become |
| harder to verify later |

- T VI
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1. Requirement

V-——‘
V-——
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REQ-123
Braking warning shall

be displayed

®
What must be

3

implemented

verified

C/’O

2. Test
i

f -
=

-0

TEST-456
Warning display test

#

by

Evidence that the
requirement is verified

L

2,

| ‘ warnmg_dlsplay cpp

lines 80-120 J

) The lmplementat:on [

artifact i

et

4, SWHID anchor

swh:1:cnt:alb2c3d4...
;origin=https://example.org/repo
; path=/src/warning_display.cpp
;lines=80-120

® [dentifies the exact software artifact
@ (an point to a file or even a code fragment
® Keeps the software side of the

trace precise

.

Without durable anchors
X File paths change ‘

X Repositories move or
are renamed

5. Software l-leritagew

P .

11

® Preserves source code
over time

® Helps retrieve the
artifact later

® Reduces fragility when
repositories move or
change

¥ Trace links become
harder to verify later
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ELISA Lighthouse
OSS Best Practices

OpenSSF Best
Practices Badge

- Eclipse Trustable

’ Software Framework

Apache Project
Maturity Model

Limit and monitor
dependencies

license_location

TA-MISBEHAVIOURS

RE50

Project identifies and
monitors external
dependencies

Project posts license(s)
in a standard
repository location

Prohibited
misbehaviours are
identified, and
mitigations are
specified, verified,
and validated

Project documents a
repeatable release
process so a newcomer
can independently
generate release
artifacts

Dependency inventory
or SBOM, policy,
review/update records

LICENSE file(s),
repository path, badge
review evidence

Analysis, mitigation
specification,
verification and
validation records,
linked code/tests

Release process
documentation, scripts,
build instructions,
source tag, release
artifacts

Exact upstream
components and
versions used

Exact license file(s)
and assessed
revision or release

Exact analyzed
release or revision,
mitigation code, and
test artifacts

Exact release process
docs, source tag or
revision, and release
artifact set

Same pattern, different frameworks

Illustrative ways Software Heritage and SWHID can strengthen evidence across different OSS best-practice programs
SWH/SWHID

contribution

Anchor exact dependency
artifacts with SWHIDs;
Software Heritage helps
retrieve them later

Anchor the exact license file
and source tree or revision;

preserve access if the
repository moves

Anchor code and test
artifacts and the analyzed
source snapshot; keep
evidence retrievable

[dentify the exact release
tag, source tree, and
artifacts; preserve the
source used to reproduce
the release

<

l Long-term value

Supports vulnerability
follow-up, reuse, and
verification of what was
actually used

Makes license evidence
durable for audits, reuse,
and compliance

Strengthens trust
arguments and preserves
traceable evidence for
later reassessment

Helps future contributors
reproduce releases and
understand what was
released
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https://docs.google.com/spreadsheets/d/1jR0oGQpwJTdThJAOtWP70GrdWSz7K-ol84j5BWX2h8g/edit?usp=sharing
https://www.bestpractices.dev/en/criteria
https://pages.eclipse.dev/eclipse/tsf/tsf/index.html
https://community.apache.org/apache-way/apache-project-maturity-model.html

Leaving with a clear signal

- e

Best practices set the direction. @ @

Evidence shows the work.

Build trust
at scale

Make software Keep it accessible

SWHID anchors the truth . evidence precise over time

Software Heritage keeps it alive.
Software Heritage

. _ /N7y The universal archive
weigeil : 14 of source code
. P P il e
( r"\\\ﬁ () ‘@ 0@
) { | =0 |
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1. Identify what matters 2. Connect to the exact artifact 3. Preserve and access 4. Build trust, enable reuse
Frameworks and programs define SWHID links evidence to the precise Software Heritage preserves source Durable evidence enables audits,
practices and the evidence that software artifact: release, revision, code so that artifacts remain compliance, security, and reuse
matters. file, directory, or fragment. accessible and understandable. across projects and generations.
|,-- B
[ What should we prove? J [ What exactly are we talking about" ( Can we still access it tomorrow? ] L Can others trust and build on it? |
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43v%/> Software Heritage

<
NAV/A THE GREAT LIBRARY OF SOURCE CODE
v

Thank you for your attention!

@OoOO0Oo

B



https://www.softwareheritage.org/feed/
https://www.youtube.com/channel/UCe26PlE3YKTXYvEY9HWdIlQ
https://www.linkedin.com/company/swheritage
https://x.com/SWHeritage
https://mstdn.social/@swheritage

